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1 ]_Ie.]'ll/l H 3aJa494 U3YyYCHUA JUCHUILINHBI

Lenu oucyunnunvi. @OPMUPOBAHUE CUCTEMBl TEOPETHUYECKHX 3HAHUN B
o0nacT aJIMUHUCTPUPOBAHUS WH(GOPMALMOHHBIX CHUCTEM M CIYyXO0, a Takke
HABBIKOB MPAKTUICCKOTO MPUMEHEHHUS ITOTYICHHBIX 3HAHH.

3aoauu uzyuenus OUCYUNIUHDL:

— U3yYeHHE TECOPETHUUECKUX OCHOB aMHUHHCTPUPOBAHUS WH(HOPMAIIMOHHBIX
CHUCTEM U CITYXkO0;

— MpUOOpPETEeHNE HABBIKOB MPUMEHEHHS] TEOPETUYECKUX 3HAHUU TpH
pellleHnH TPAKTHUYECKUX 3a7a4, HCIHOIb3ysS BO3MOXXHOCTH COBPEMEHHOTO
CEPBEPHOT0 00OPYIOBAaHUS U MPOTPAMMHOI0 00ECIICUSHHUS.

Jucyuniuna wnanpasniena Ha Gopmuposanue obmenpodeccuoHanTbHON
(OIIK-15) xoMIieTeHIMU BBITYCKHHUKA.



2 MecTto qucuuniunbl B cTpykrype OIIOII BO

JIOTHKO-CTPYKTYPHBIM aHAINU3 TUCHMILIMHBL: KypC BXOAUT B 0053aTENbHYIO
yactb bioka 1 noarotoBkm cryaeHToB no crnennanbHoctd  10.05.03
Nudopmanronnas 6e301MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM.

HuciuminHa peanusyercss Kaeapodl HHTEIUIEKTyalIbHBIX CHUCTEM H
nH(pOpMaIIMOHHOM 6€301TaCHOCTH.

OcHoBbIBaeTcss Ha 0Oasze jgucuuiuinH: «be3omacHOCTh  OmMEpalMOHHBIX
cuctem», «be3onacHocTe cereit OBMy, «lIporpaMmHo-amnmapaTHbie CpeacTBa
3amuThl  uMHpopMmanum»,  «MHbopmalnmoHHas ~— 0€30MacHOCTb  OTKPBITHIX
UH(OPMAITMOHHBIX CHCTEM).

SBnsercs  OCHOBOM  II  WM3Yy4YEHUS  CIEOYIOIIUX  JUCLUILINAH:

«IIpepnuruiomHass  npaktuka»,  «BpIIOTHEHWE W 3alUTa  BBIMYCKHOWU
KBaJTU(UKAIIMOHHONU PaOdOTHhI (TUTIIIOMHBIN TIPOCKT).

JIist u3ydeHus: UCUUIUTMHBI HEOOXOIMMbI KOMITETEHLIUU, CPOPMUPOBAHHBIE
y CTyJ€HTa AJi peieHus npodecCuOHaNbHBIX 3a/1a4 IeITeIbHOCTH.

OO6mrast TPyIOEMKOCTh OCBOCHUS UCIUILIMHBI COCTABISIET 3 3a4eTHBIX
eaunui], 108 wyacoB. [lporpamMMoll JUCHUIUIMHBI TPEAYCMOTPEHBI JIEKIIMOHHbBIE
(18 4.), mabopatopubie (36 4.) 3aHATHUS M CAMOCTOSITENbHAs padoTa CTyJEHTa
(54 u.).

Jucuuminna uzydyaerca Ha S kypce B 10 cemectpe. @opma mpomMexKyTOUHOU
aTTecTalluy — 3a4eT.



4

3 IlepevyeHb pe3yabTaTOB 00y4eHHS MO AMCHMILIMHE, COOTHECEHHBIX €
IVIaHMpYeMbIMU pesyjbTaTamu ocsoenus OIIOII BO

[Iporiecc  u3ydeHHs  JAUCIUTIIMHBI

HampaBjieH Ha  (OpMHUpPOBAHUE

KOMIIETEHIINH, TIPEICTaBICHHON B Tabmule 1.

Tabmuma 1 —Kommerenupu, o0s13aTeIbHBIE K OCBOCHHIO

3apyOeKHbIe KOMILIEKCH 00paboTKH
nHpopManuu u
ABTOMATHU3UPOBAHHOTO
MIPOCKTUPOBAHUS K HYXIaM
OTEUYECTBEHHBIX MPEANPUITUI

Ko
A Kon u nanmeHoBaHue UHIMKaTOpa
ConeprkaHue KOMIETEHITUN KOMIIETE
IOCTHKEHHUS KOMITETEHIINHU
HIIUU
CnocobeH amanTupoBath OIIK-15 | OIIK-15.2 OcymiecTBusieT

aJMUHUCTPUPOBAHUE U KOHTPOIIb
(YHKLIIMOHUPOBAHUS CUCTEM 3aLUThI
UH(OpPMAILIUU aBTOMAaTU3UPOBAHHBIX
CUCTEM




4 O0LEM ¥ BUABI 3aHATHH IO JUCIUILIHHE

OO6mast TpyAOEMKOCTh Y4YEOHOW JUCUUILIMHBI COCTaBJISAET 3 3au€THBIX
exquaunil, 108 ak.4.

CamoctositenbHass pabora cryneHra (CPC) Bkiawouaer mnpopaboOTKy
MaTepUajoB JIEKIHI, TOATOTOBKY K JIAOOPATOPHBIM 3aHATHUSM, YCTHOMY OTMpPOCY,
TEKYLIEMY KOHTPOJIIO, CAMOCTOSITEIbHOE M3y4YeHHE MaTepuana W MOJATOTOBKY K
3ayeTy.

[Ipu opranuzanuyu BHEAYJUTOPHON CAMOCTOSITEIHLHOM pabOThl MO JAHHOU
JTUCIUIUIMHE UCTIONIb3YI0TCA (GOpMBI U pactpezenenue 6tompkera BpeMenn Ha CPC
JU1s O4HOM (POpMBI 00yUEHHUsI B COOTBETCTBUH C TaOIMIICH 2.

Ta6nuna 2 — Pacnpenenenue 6roxeta BpeMenu Ha CPC

AKk.4. 110
Bun yuebHo# paboThl Bcero axk.u. ceMecTpam

10
AynuTopHas padoTa, B TOM YHCIIe: 54 54
Jlexmum (JI) 18 18
[Tpaktuueckue 3ansatus (113) - -
JlaGopaTopusie padotsl (JIP) 36 36
Kypcoas paboTta/KypcoBoil IpOEKT - -
CamocrositenpHas padota cryaerToB (CPC), B Tom 54 54
qHCIIe:
IToaroroBska K JIEKIIUAM 3 3
[Toarororka k 1abopaTopHBIM paboTam 18 18
[ToaroToBka K MPaKTUYECKUM 3aHSATHAIM /
ceMHHapaM ) )

Brimonaenune kypcoBoi paboThI - -
PacuerHo-rpaduueckas padbota (PI'P) - -
Pedepar (nnauBHIyaibHOE 3a/1aHKE) 9 9
JomarHee 3aanue - -
IToaroroBka K KOHTPOJILHOM paboTe - -
IToaroToBKa K KOJUIOKBUYMY -

AHanuTu4eckuit ”HPOPMAIMOHHBIA OUCK 3 3
PaGora B 6ubnnoreke 3 3
ITogroroBka k 3auety 18 18
[TpomexxyTounas arrectarus — 3a4eT (3) 3 3

OO01ast TpPyA0EMKOCTh TUCITUTUTHHBI

aK.y. 108 108
3.€. 3 3




5 Conepxxanune TUCHMILIUHBI

C menpl0o OCBOEHHUS KOMITETEHIMH, MPUBEIEHHBIX B T.3 TUCIUIUIMHA
pa30uTa Ha 6 TeM:

—Tema | (3amaum W UEIM CETeBOr0 aJIMUHUCTPUPOBAHMS, IOHSITHE O
CETEeBBIX MPOTOKOJIAX U CIyK0ax);

—T1ema 2 (CeTeBble OMEpaliOHHBIE CHUCTEMBl YCTAHOBKAa M HACTpOHKa
CUCTEMBI);

—Ttema 3 (OcHoBbI (pyHKIIMOHUpPOBaHMS ipoTokosia TCP/IP);

—1ema 4 (Ciyx0a katanoros ActiveDirectory);

—T1ema 5 (YmpaBieHHe TOJIb30BaTESIMK, TPYIIAMU, TOApPa3IeICHUSIMU
ActiveDirectory. 'pynmnoBbie MOMUTHKH);

—Ttema 6 (CeTeBble IPOTOKOJIBI U CITYXKOBI).

Bunpl 3aHATHI TIO JUCHUIUIMHE U PacTpe/ie]eHUE ayJUTOPHBIX YacOB JIs
OYHOM (POpMBI NIPUBEICHBI B TAOIHUIIE 3.



Tabnuma 3 — Bunel 3aHsATHIA 110 TUCHUIUIMHE U paclipeiefieHHe ayIuTOPHBIX 4acoB (ouHasi opma oOyueHus)

Haumenoanue Temsbl Tema
Ne . Tpyn0eMKOCTh Tpyn0eMKOCTh TpynoeMKkocTb
| TEME! (pa3mena) ConeprxaHre JCKITMOHHBIX 3aHITHIA B K MPaKTHIECKNX B K na6opaT0vaHx B K
JCIUTLTAHBI 3aHATUHN 3aHITHH

3agauu u e 3aaun ¥ 11eJIM CETEBOTO aJIMHHUCTPUPOBAHUS. TexHomornn
CETEBOT0 Mogenu MeKCETEBOTO B3aMOICHCTBUSI. AIIMUHUCTPUPOBAHHUS U
aJIMUHUCTPHPOBA YIIPaBICHUS pa0OIMHU
HUS, TIOHATHE O craniusaMu Windows B

1 | ceTeBbIX 3 - - oJTHOpaHToBOM cetu Daiin 6
MPOTOKOJIax U
CITyK0ax
CerteBbie CeTeBble OrepaiOHHbIE CHCTEMEI. YcraHOBKa OTiepalioHHON
onepaoHHbIE YcTaHOBKa U HACTPOMKa CUCTEMBI cucteMbl WindowsServer
CHCTEMBI WindowsServer.
YCTaHOBKa H

2 | HacTpolKa 3 - - 6
CHCTEMBI
OCHOBBI Anpecanus y3noB B [P-ceTsix. YcTaHOBKa ONEpaIMOHHOM
(dyukipionuposa | Ciyx6a DNS. cucteMbl WindowsServer
HUSI TIPOTOKOJIA Juarnoctuueckue yrunutsl TCP/IP 1 DNS.

3 TCP/IP 3 B B 6
Cyx0a OCHOBHBIE TEPMHHBI U TIOHSATHS CITy>KOBI ["pyTmoBkIe TOMUTHKH
KaTaJIorOB karasoroB ActiveDirectory. WindowsServer
ActiveDirectory | Mopaenu ympaBneHus 6e301MacHOCTBIO.

4 JloMeHHast MOJIETIb. 3 B B 6

Cuy>x0a karanoros ActiveDirectory.
YcTaHOBKA KOHTPOJIIEPOB TOMEHOB.




HanmenoBanue Tewmsl Tema
Ne N TpynoeMKocTh TpynoeMKocTh TpynoeMkocTb
| TEMEI (pazmena) Conep:kxaHue JTeKIIMOHHBIX 3aHITHH B Ak MpaKTHYECKHX B Ak na6opaTop51Hx B Ak
JMCUUIIIMHBI 3aHATHH 3aHATHI
Yrpasnenue VYpapiieHue moas30BaTesIMUA U FPYIIaMU. [Nepemernaemsre mpoduu u
OJIB30BATEIAIMY, | YIIPAaBIEHHUE OpPraHU3aLMOHHBIMU HiepeHaIpaBJIeHHUE Aok
rpyHIIaMu, TOAPA3/ICNICHUSIMH, JCTerHPOBaHIE MOJIb30BaTenen
HOZPA3/ICCHUAM | TTOJTHOMOYHH.
5|m ["pyTmoBbIe TOTUTHKH. 3 - - 6
ActiveDirectory.
I'pynmossle
HOJIUTUKH
CerteBble Certesble mpotokoinsl NetBEUL IPX/SPX [epemeraembie podunu u
6 | TPOTOKOIBI 1 Certesble cityx0p1 DHCP, WINS. YcranoBka u 3 B B TIepeHaIpaByIeHIE TTAIoK 6
CITY’KOBI Hactpoiika DHCP-cepBepa TTOJT30BAaTEIICH
Bcero aynuTopHsIX yacoB 18 — 36
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6d0oHA OLEHOYHBIX CPEACTB /I NPOBEJIEHUS TEKYLIero KOHTPOJIA
yCIeBaeMOCTH M MPOMEKYTOYHOH aTTecTallud 10 HWTOraM OCBOCHHUS
AUCHHUIINHBI

6.1 Kpurepumu onieHUBaHuA
B coorBerctBun ¢ llonoxkeHneM O KpPEOWTHO-MOAYJBHOW CHUCTEME
opranm3anuu  oOpazoBaresnbHoro  mpouecca DI'bBOY  BO  «Honl'TY»

(https://www.dstu.education/images/structure/license_certificate/polog_kred modu
Lpdf) mpu onenuBaHuM CHOPMUPOBAHHOCTH KOMIICTCHIIUH TI0 JUCIUILIAHE
ucrnoiaszyercs 100-0aybHas mKana.

[lepeueHbp KOMIETEHIIMI MO MUCIUIUIMHE M CIOCOOBI OIICHWBAHUS 3HAHUUN
MIPUBEICHBI B TabUIIE 4.

Ta6nuna 4— [lepedyeHb KOMIIETEHITUHN TTO AUCITUTIIIMHE U CIIOCOOBI OIIEHUBAHUS

3HAHUU
Konx u HaumeHoBanue Croco0
OLeHOYHOE CPECTBO
KOMIIETEHIUH OLIEHUBAHUS
KoMmmnekt koHTpOIH 1.4
OIIK-15 3auer POJHPYIOIH
MaTepHayioB JIJIs 3aueTa

Bcero mo Texymieit pabote B cemecTpe CTyneHT MokeT HaOpath 100 6amios,
B TOM YHCIIE:

— TECTOBBIM KOHTPOJIb UM YCTHBIN Onpoc— Bcero 60 6anios;

— naboparopHsie paboThl — Bcero 40 0asios.

3aueT MPOCTABIAETCS AaBTOMATHUYECKU, €CJIU CTYIEHT HaOpal B TEUCHHUH
cemecTpa He MeHee 60 Oa/IOB M OTYMTAJICS 32 KaXAYI0 KOHTPOJIBHYIO TOYKY.
MuHuManbHOE KOJUYECTBO OauioB MO KaXKAOMY M3 BHJIOB TEKYIIEH pabOThI
coctaBisieT 60% OT MaKCUMAJIBHOTO.

3ader Mo AWCIMIUIMHE TMPOBOJUTCS MO pe3yibTaraM paboThl B cemecTtpe. B
cilydae, eclii MOJIy9eHHas B CeMeCTpe CyMMa 0ajuloB HE YCTpawBaeT CTYACHTA, BO
BpeMsl 3a4€THOM HEAENU WIM Ha CECCHUM CTYACHT HMEET MpPaBO IOBBICUTH
UTOTOBYIO OIIEHKY JINOO B (hopMe YCTHOTO cobece0BaHMs 10 MTPUBEICHHBIM HIDKE
Bonpocawm (1.1. 6.5), 1ubo B pe3yapTaTe TECTUPOBAHUS.

[lkana oreHUBaHUS 3HAHWK MPH MPOBEICHUHN MPOMEKYTOYHON aTTeCTaI[UH
npuBeseHa B TabmuIe S.
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TaoOnura 5-11Ikana oieHUBaHUs 3HAHUN

Cymma 6asuioB 3a Bce BUIBI YIeOHOM OueHka o HallMOHAJIBHOM IIKae
TSI TeTbHOCTH 3a4€T/9K3aMEH
0-59 He 3auTeH0/HEYJOBIETBOPUTEIIHHO
60-73 3a4TeHO/yAOBIETBOPUTEIHHO
74-89 3a4TeH0/X0poIIOo
90-100 3auTeHO/OTIINYHO

6.2 JlomamHee 3a1aHue
JlomaniHue 3aaHusi He MPeyCMOTPEHBI.

6.3 Tembl 1151 pepepaToB (Mpe3eHTANMA) — MHANBUAYAJbHOE 3a/1aHHE
Pedepatsl (MHIUBUAYaTbHBIE 3aaHKs) HE IPEYCMOTPEHBI.

6.3.1 IlpuMepHBbIii NepevYeHb HHANBUAY ATbHBIX 3aJaHUI

1) VYcranoBute nBe BupTyanbHble MamuHbl cWindowsXP B mMenemxep
VirtualBox. OTu BupTyalibHble MalIUHBI OYAyT SIBIASTHCS PabOYMMHU CTALUSAMU
OJIHOPAHTOBOM CETH, C KOTOPHIMU OYAYT MPOBOAUTHCS SKCIIEPUMEHTHI.

2) Ob6e MamMHBI COENWHUTE BO BHYTPEHHIOIO BUPTYAJIbHYIO CETb,
UCITOJIb3Ysl CJIETYIOIINE CETEBbIE HACTPOMKHU:

—ums kommbioTrepa Compl, ip 192.168.xxx.1, macka 255.255.255.0, Ge3

IIJTI03a;
—ums kommbioTepa Comp2, ip 192.168.xxx.2, macka 255.255.255.0, Ge3
11JTI032,

IJIe XXX — HOMEp MOJICETH.

Howmep noacetu xxx onpeaenure, kak Homep cBoero Bapuanta mitoc 100.
Hanpumep, n1s Bapuanta Nel, Homep nojacetu pasen 101, a ip-aapeca
kommnbroTepoB Complu Comp2 O6yayT paBubl 192.168.101.1 u 192.168.101.2,
cooTBeTcTBEHHO. J1s1 BapranTa No2 — 192.168.102.1 u 192.168.102.2 u 1.1.

Pabouas cranuust Compl cuutaercst KOMIObIOTEPOM aIMUHUCTPATOPA, C
KOTOPOM NPOU3BOAUTCS aIMUHUCTPUPOBAHKE U YIIPaBJICHUE APYTUMH pabOuuMuU
CTaHIIUSIMU CETH.

3) IIpoBepbTe CBSI3b MEXKY PA0OOUMMU CTAHIUAMU (MCTIOIB3YUTE KOMaHIbI
ping, tracert). [Ipu HE0OX0IUMOCTH U3MEHHUTE HACTPONKHU OpaHIMaydpa.

4) Tlanky = VMShareFolder ¢ [ONOJHUTENBHBIM  MPOTPaAMMHBIM
oOecrieueHneM u oOmuMmu ¢ainamu caenaite oOuiell A BCeX BHUPTYaTbHBIX
maruH. B manmke VMShareFolder nomkna 661th mporpamma UltraVNC.

5) Ha paboumx cTaHIUSAX paspelmuTe YAaJIeHHBIA  JOCTyn s
JTUCTAaHIIMOHHOTO yIpaBieHus: pabouum ctojiom no RDP-nipoTokoy.

6) IIpoBepbTe BO3MOXXHOCTH TMOAKIIOYEHUS W yIpaBieHUs padoueit
craniueit Comp2 ¢ komnerorepa anMuauctpatopa Compl no RDP-npotokouty.

7) YcranoBute Ha paboume cranuuu nporpammy UltraVNC. Ha
KOMITBIOTEP aJMHMHHUCTPATOpA KIMEHTCKYI0 4YacTh, a Ha aJMUHUCTPUPYEMYIO
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pabouyro CTaHIUIO cepBepHYI0 YacTh mporpammbl UltraVNC ¢ yctaHoBKO#l B
KadecTBe ciyk0b1 Windows.

8) IlpoBepbTe BO3MOKHOCTH MOAKIIOYEHUS M yHOpaBieHHUs padouei
craniuet Comp2 ¢ komnberorepa anmuuuctpatopa Compl no VNC-npotokouty.

9) Cospnaiite Ha ymnpasisgemoil pabodeit cranmuu Comp2 manky DOCS
(cereBoit myTh \Comp2\DOCS)u mpenocTtaBpTe K ATOM TalKe MOJHBIM CETEeBOU
JIOCTYII BCEM TMOJIb30BATEIISIM C JIPYTUX KOMIIbIOTEpOB ceTu. [IpoBepbTe HACTpOiKU
nosiHOTO Aoctyna K 3tor nmanke \\Comp2\DOCS ¢ kommsiorepa Compl, co3nas B
HEH TEeKCTOBBIN (hailsl, BHIIIOJIHUB €r0 PEIaKTUPOBAaHUE U coXpaHeHue. B kauecTse
uMeHH (aiisia UCIoJIb3yUTe TATHHUILY 10 CISAYIONMEMY Ia0IoHYy:

TAUCSS_Groupe FamilyName-NS YYYY-MM-DD.txt, roe

rae TAUCSS — ab60peBuaTypa uzy4aeMoi JUCIUTIAHBL;

Groupe — ab0peBuaTypa akajieMU4eCKOMN rPyIIIb;

FamilyName-NS — damuiust 1 ©HUIIAATIBI;

YYYY-MM-DD— nara BbIIIOJIHEHUS,

YYYY — roa (uetbipe mudpsl);

MM — wmecsi (nBe mudpsl);

DD — uncno mecsna (ase nuudpsl).

Hanpumep:

it crynenra  rpynnsl  CKC-23M HMBanoBa Cremana  IlerpoBuua,
BBITNIOJHUBIIETO JabopatopHyto padoty 15.09.2023 ums daiina Oyaert

TAUCSS SCS-23M-Ivanov-SP 2023-09-15.txt.

6.4 OueHOYHBbIE CPEACTBA JJIA CAMOCTOATEILHOM PA0OTHI M TEKYIIET0
KOHTPOJIsl yCIIeBAeMOCTH

6.4.1 IlpumepHbIi MepevYeHb TECTOBBIX 3aIaHU I

1. Kakag 3agaya siBIsieTcs 3a7a4€il CETeBOro aiMUHUCTPUPOBAHUS?

A: IlmanupoBaHue ceTH. b: YcranoBka u HacTpoiika B: 3ammra nuadopmanmn
CETEBBIX CITYKO B CETHU
I': Bce npeapinymnue J: Her BepHoro orsera

BAPUAHTHI BEPHBI

2. Kakas u3 xareropwii ceteil oOecrneuynBaeT HAWBBICIIYIO CKOPOCTh OOMeHa MHpopmanuen
MEXy KOMIIbIOTEpaMu?
A: TI'moGanbHas b: T'oponckas B: JlokanpHas
I': Bce mepeuncnennsie  [[: HET BEpHOro OTBETA
B BapuaHTtax A, b, B

3. Kakue onepanioHHbIE CUCTEMBI OTHOCATCS K CETEBBIM?
A: Windows Server b: Linux B: Novell NetWare
I': Bce npeapinynue Bapuantel Bepubl  [I: Het BepHOro orsera

4. CaMmbIM BEpXHUM ypOBHEM (PYHKIIMOHUPOBAHUS CETH SIBISIETCA
A: kalenpHas cuctema u b: aktuBHOE cereBoe B: cereBble IPOTOKOJIBI
CpelICTBA KOMMYHHUKAIIHH o0opynoBaHue
I': cereBble CiTyXKOBI J: cereBble NPUIIOKEHUS
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5. K KakoMy ypOBHIO CE€TH OTHOCSATCA MOCTbI, KOHLEHTPATOpbl, KOMMYTaTOpHI,
MapuIpyTU3aTOpbI?
A: xalenpHas cucTeMa U b: akTuBHOE ceTeBOE B: ceteBbie TPOTOKOIBI
CpEJICTBA KOMMYHHUKAIIUH o0opyaoBaHue
I': ceteBbie CiyXObI J: cereBble MPHIIOKECHUS
6. CKOnbKO  YypOBHEW  COAEPKHUT  MOAENb  MexkcereBoro  B3aummopencteuss — OSI
(OpenSystemlInterconnection)?
A: 4 b: 5 B: 2 Ir: 7 H: 6onee 10
7. Ha xakom u3 ypoBHel stanonnoi mogenu OSI ucnons3ytores MAC-aapeca?
A: Ousznueckom b: KanansHoM B: CereBom
I': Bce npeapiayiiue BapruaHThbl H: Her BepHoro orsera
BEPHBI
8. CkoJbKO ypOBHEH COAEPKHUT HCXOAHAas ceTeBas mozaenb 1TCP/IP?
A: 4 b: 5 B: 2 Ir: 7 J: 6omee 10
9. Ha xakom ypoBHe cereBoit monenu TCP/IP ucnonszyercs npotokosn TCP/IP?
A: Tlpunoxenuii b: TpancnoprHbli B: HHurepHera
I': Bce npeapinymnue J: Her BepHoro orsera
BApPUAHTHI BEPHbI
10. Kakoii mpotokon mpeobpasyer [P-agpeca cereBbix y3moB B ¢usmueckue MAC-aapeca
CETEBBIX aaNTepPOB?
A: TCP/IP b: UDP B: ARP
I': ICMP J: Bce npeasiaynye BApUaHThl BEPHBI
11. Kakas coyx0a siBisieTcs: Cryk00i ceTeBoit ”HQPaCTPyKTyphI?
A: DNS b: DHCP B: WINS
I': Bce npenbinymue Bapuantsl BepHel It Her BepHOro orsera
12. Kakas cimyx0a siBIsieTcs nepapxudeckoi 6a30i JaHHBIX, COMOCTABIISIONICH HMEHA CETEBBIX
Y3JI0B M UX ceTeBbIX cinyx0 [P-agpecam y3moB?
A: DNS b: DHCP B: WINS
I': Bce npenbinymue Bapuantsl BepHel  [I: Her BepHOro orsera
13. Kakas coyx0a ocymiecTBIsIeT aBTOMaTUYeCKOe Ha3HaueHHe ceTeBbIM y3nam [P-aapecoB u
npouurx napametpoB mporokoia TCP/IP?
A: DNS b: DHCP B: WINS
I': Bce npeapinynue Bapuantel Bepubl  J{: Her BepHOro orBera
14. B oGopynoBaHuu KOMIBIOTEPHBIX cucTeM MAC-anpec ceTeBoro ajantepa Ha3HaA4aeTCs
A: Tloxp3oBaTenemM b: CucreMubM B: IlpousBonurenem
aJIMUHUCTPATOPOM 000pyI0BaHUS
I': Bce npeapinymue J: Her BepHoro orsera
BApPUAHTHI BEPHbI
15. B cereBoM 000pyI0BaHUU KOMITBIOTEPHBIX cucTeM [P-aapec y3na Ha3Hayaercs
A: Tloxp3oBaTenemM b: CucreMHbIM B: IlpousBonurenem
aIMUHUCTPATOPOM 000opyI0BaHUs
I': Bce npeapinymnue J: Her BepHoro orsera
BApPUAHTHI BEPHbI
16. CumBonbHOe uMs y3na (Hanpumep, dc.local) HazHavaeTcs
A: Ilomp3oBarenem b: CucreMHbIM B: IlpousBoaurenem
aJIMUHUCTPATOPOM o0opynoBaHus
I': Bce npeasinyme H: Her BepHoro orsera
BAPUAHTHI BEPHBI
17. Kakyto mymuny B 6utax umeet [Pv4-anpec?

A: 4 b: 8 B: 16
I: 32 H: 64
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18. nsa xaxmaoro cereBoro uHTepdeiica cetu [P-anpec oyaer
A: OTCYTCTBOBAaTh b: nosropsThCH B: ynukanen
I': Bce npenpiaymMe J: HeTr BepHOro oTBETa
BApPUAHTHI BEPHBI

19. Kakas mMacka nmojacetu A y3/oB ceTel kinacca A?
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': Bce npeapinymue J: Her BepHoro orsera
BApPUAHTHI BEPHBI

20. Kaxkas macka nojceTu Juisl y3J10B ceTell kiacca B
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': Bce npeapinynme H: Her BepHoro orsera
BAPUAHTHI BEPHBI

21. Kakas macka nmoaceTu Jyist y370B cereit kinacca C
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': Bce npenbinymue Bapuantsl BepHel It Her BepHOro orsera

22. Kakas macka nmojceTt cooTBeTcTByeT cetu 192.168.1.0/27?
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': 255.255.255.224 H: 255.255.255.192

23. Kakas macka nojcetu cootBeTcTByeT cetu 192.168.1.0/26?
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': 255.255.255.224 H: 255.255.255.192

24. Kakas macka MmojiceTH cooTBeTcTByeT cetu 192.168.1.0/24?
A:255.255.0.0 b: 255.0.0.0 B: 255.255.255.0
I': 255.255.255.224 H: 255.255.255.192

25. Ily6muunsie IP-agpeca — 3T0
A: IP-anmpeca, npo3padHo b: «6enbie» [P-agpeca B: [P-anpeca, HazHauaemble
nocrynssle u3 MHTepHera UHTEpHET MpoBaliiepaMu

I': Bce npeasinyniue Bapuanthl Bepubl  [[: Het BepHOro orsera

6.4.2 IlpumepHblii mnepeyeHb TeM I HHPOPMANUOHHOIO

OnobuorpaguuecKoro moucKa

. 3a71a91 ¥ 1IN CETEBOTO aJIMHHUCTPUPOBAHUSI.

. Monenu MekceTeBoro B3anMOI€MCTBUSL.

. CeTeBble ONEpalMOHHbBIE CUCTEMBI.

. YcranoBka u HacTpoiika cuctembl WindowsServer.
. Anpecanus y310B B [P-ceTsix.

. Ciy»6a DNS.

. Anarnoctuueckue yrunutsl TCP/IP u DNS.

O IN DNk~ W

9. Mopenu ynpasieHust 6€30MacHOCTbIO. [JoMeHHas MOeb.
10. Cnyx6a katanoroB ActiveDirectory.

11. YcTaHoBKa KOHTPOJUIEPOB JOMEHOB.

12. YnpasieHue nojab30BaTeIs MU U TpyHIaMu.

. OCHOBHbIE TEPMHHBI U TIOHATHS CIIYkObI KaTtasoroB ActiveDirectory.

H

13. YnpaBneHue opraHu3allMOHHBIMH MOAPA3JCICHUSIMU, JIEIErUPOBAHUE
MOJITHOMOYMH.

14. I'pynnoBble MOAUTHKHU.
15. Ceresnie mpotokoasl NetBEUI, IPX/SPX
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16. CeteBble cmyx061 DHCP, WINS. VYcranoBka u Hactpoiika DHCP-
cepBepa

6.5Bonpochl 1/l MOATOTOBKH K 3K3aMeEHY

Kakue cyiecTBytoT OCHOBHBIE BUAbl KOMITBIOTEPHBIX CETEH?

Kakune Bam n3BecTHBI ypOBHU M KOMIIOHEHTHI CETEBOM MHPPACTPYKTYPHI?

3. Yro coboii mpencTaBisieT 6a30BbIi HAOOP CETEBBIX CIYKO KOMIBIOTEPHBIX
ceTen?

4. Yto coboil mpeacTaBiIsieT NOHITHE U COCTAB KOPIOPATUBHOW KOMITbIOTEPHOU
ceru?

5. KaxkoBbl 3a1a41 U 11€7TM CETEBOTO aIMUHUCTPUPOBAHHUS?

6. Kakue n3BecTHBI MOJIETIN MEXKCETEBOTO B3aUMOICHCTBUS ?

7. Yto Takoe stanonHas mojaenb OSI (Open System Interconnection)?

8

9.

1

N —

. Yrto takoe cereBasg moaenb TCP/IP?
Kakue Bam uzBectHbI ceTeBble onepanronHbie cucteMbl (OC)?
0.KakoB kpyr BONpOCOB NpH IJTAHUPOBAHUU NpHOOpeTeHHs 1 ycTaHOBKH OC

cemeiictBa WindowsServer B KOpIOpaTuBHOM ceTu?

11.Y1o coboii mpeacTaBIsIOT CPEACTBA YIPABIECHUS CUCTEMOM U
anmunuctpupoBanust OC WindowsServer?

12.Kak ocylecTBIsIETCA YCTAHOBKA U HayajabHas HacTporka cuctembl OC
WindowsServer?

13.Kakue HeoOX0AMMO MPOBOAUTD JEHCTBUS [0 HACTPOUKE cepBepa Mocie
yctanoBku OC WindowsServer?

14.Kakue BaM U3BECTHBI ClIOCOOBI aAMUHUCTpUpoBaHus cucteM WindowsServer?

15.YT1o coboii mpeacTaBiseT aapecaius y3ioB B IP-ceTsx?

16.YTo Takoe unicast-ajipeca?

17.YT1o Takoe nmyonuuHble U yacTHbIe [P-anpeca?

18.Yto takoe orobpaxenue IP-anpecos na ¢pusznueckue agpeca u ARP-
IPOTOKOA?

19.Kak ocymecTBisieTcs pa3OveHne ceTel Ha TOJICETH C TTIOMOIIBI0 MacKu
nojaceTu?

20.Yto coboii mpeactasmsieT [P-mapmpytuzamms?

21.YTo Bbl MOXKETE NPUBECTH B KAYECTBE UCTOPUUYECKON CIIPABKH 10 CUCTEME
JIOMEHHBIX UMEH?

22.Kakas He00X0IMMOCTh OTOOpaKEHHUsI UMEH CeTeBbIX y3710B B [P-anpeca?

23.Yto Takoe cimyx6a DNS u npocTpancTBO UMEH, TOMEHbBI?

24.Yto takoe cepBepbl uMeH DNS u DNS-kinueHTs1?

25.9T10 Takoe TOMEHBI U 30HbI CTY>KObI DNS?

26.YT10 Takoe 30HBI MPSAMOTO U OOPATHOTO MPOCMOTpa CiIyKOb1 DNS?

27.Kak ocymectBisieTcs yctanoBka ciy:k061 DNS OC WindowsServer?

28.Kaxue Bri 3Haere auarnoctuueckue yruiautsl TCP/IP u DNS?

29.Kakune Bam u3BecTHBI 001IMe CBEIEHUS O CITy)k0e kaTanoros ActiveDirectory?

30.Yto Takoe monenb OezonacHocTH «Pabouas rpymnma»?
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31.Yto Takoe qOMEHHAas MOJIEeTb O€301aCHOCTH?

32.KakoBo Ha3HaueHHE CIIy)ObI KaTtamoros ActiveDirectory?

33.Kakas Bam u3zBecTHa TepMHHOJIOTHS CTY>KObI KatasioroB ActiveDirectory
(momeH, nepeBo, jec)?

34.Kak ocyIlecTBIsSIETCS IIJIaHUPOBAaHKE MPOCTpaHCcTBa UMeH ActiveDirectory?

35.Kak ocymiecTBisieTcsi yCTaHOBKAa KOHTPOJUIEPOB IOMEHOB?

36.Yto Takoe joruueckas u pusnyueckas cTpykTypsl ActiveDirectory?

37.YTo Takoe CalThl U UX PETUIUKALINS?

38.Kak ocyliecTBisieTcs: ynupaBle€HHUE TOMOJIOTHEN periuKanuu?

39.Yto Takoe cepBepsl [ mobabHOTO KaTasiora u X03sieBa oneparuii?

40.Kakue Bam u3BecTHbl 0011Ke cBeACHHS 00 YIPaBICHUHU TOIb30BATENSIMH U
rpynmnamu?

41.Kak ocy1iecTBIsieTCs YIPaBJI€HUE JOKATbHBIMU U JJOMEHHBIMU YUY€ THBIMU
3aMMUCsIMU TIOJIb30BATENCH?

42.Kakue BaM n3BeCTHBI CBEICHHS O CBOMCTBAX YUETHBIX 3alUcei
MOJIb30BaTENICH?

43 .Kak oCyIlIeCcTBIISIETCS YIIPABICHHUE TPyIIaMy MOJIb30BaTEICh?

44.YTo Takoe BCTPOEHHBIE JIOKAJIbHBIE U JOMEHHBIE TPYIIILI HA padoueil cTaHIUU
unu cepsepe?

45.YTo0 Takoe BCTPOEHHBIE IrI100aJbHbIe U JUHAMUYECKHUE TPYIIIbI?

46.Kax ocy1iecTBIsIeTCS YIIPABICHUE OPTraHU3allMOHHBIMU MOAPA3IEICHUIMU U
JIeJIErUPOBaHUE TTOTHOMOYHUIA?

47.KakoBO Ha3Ha4Y€HHE, COCTAB IPYNIIOBBIX MOJIUTHK?

48.YT10 Takoe cTaHAapTHBIC MOJUTUKHU JOMEHA?

49.Kakue Bbl 3HaeTe cpeicTBa peJakTUPOBAHUS IPYNIIOBBIX TOJIUTHK?

50.Kaxk ocymiecTisieTcs ynpaBieHUE MPUII0KEHUSAMH C IIOMOIIbIO TPYIIOBBIX
MOJIUTUK?

51.Kak ocyiiecTiisieTcst HACTpOiKa mapameTpoB 0€30MacHOCTH?

52.Yto Takoe mabioHbl 0€30MacHOCTH?

53.Kak nmpou3BoAUTCS aHAJIM3 U HACTPOIKa O€30MaCHOCTH B IOMEHE?

54.Kakue Brbl 3HaeTe nporpaMMHbIE CpEJICTBA YIIPABICHUS B OJTHOPAHTOBbBIX
KOMITbIOTEPHBIX CEeTSIX?

55.Yto Takoe cereBbie nmpoTokoiasl NetBEUI, IPX/SPX?

56.Yto Takoe cereBbie ciyx061 DHCP 1 WINS?

57.Kak ocyiectBisieTcs: yctaHOBKa U HacTpoitka DHCP-cepBepa?

58.YTO Takoe TEXHOJOTMU BUPTYIbHBIX YACTHBIX CETEU?

6.6IIpumepHasi TeMAaTHKA KYPCOBbIX padoT
KypcoBsie paboThl HE MPETYCMOTPEHBI.
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7 YueOHO-MeTOoAMYEeCKOe " uHpopMaALMOHHOE o0ecnevenne
AUCHUTLTUHBI

7.1 Pexomenayemasi Jqureparypa

Ocnoenasn rumepamypa

1. Omudep B., Omudep H. Komnsrotepusie cetu. [IpuHITUIIBI, TEXHOIOTHH,
npotokonsl. —  CII6.:  IMurep, 2020. — 1008 c. — URL:
https://moodle.dstu.education/mod/resource/view.php?id=107146 . — Pexum
JOoCTyna: JJisi aBTOpH3. TMojb3oBaTened. — TekcT : snekTpoHHsld. ([lara
obparmenus 26.08.24).

2. Mopumoro P., Hosn M., J[lpayou O., Mwuctpu P., Amapuc K.
MicrosoftWindowsServer. [Toanoe pykoBojactBo.: Ilep. ¢ anrn. - M.: OO0 "U. 1.

Bunpsamc", 2021. - 1456 C. — URL:
https://moodle.dstu.education/mod/resource/view.php?id=107146 . — Pexum
J0oCTyna: JJisi aBTOpH3. Mojb3oBaTened. — TekcT : asnekTpoHHbld. ([lara
obparmenus 26.08.24).

Jlononnumenvnaa numepamypa

3. Tanenbaym, 3. Kowmmbptorepasie cetn : Computernetworks /
9. Tanenbaym, . Yazepomn . — 5-e uzn. — CIIO.: Ilurep, 2023. — 956 c.—
URL.: https://library-it.com/wp-
content/uploads/2021/02/tanenbaum_sovremennye_operacionnye.pdf Pexum
JOoCTyna: JJisi aBTOpH3. Mojp3oBaTened. — TekcT : snekTpoHHsid. ([lara

obpamenus 26.08.24). ([lara obpamenus 26.08.24).
4. BnacoB lO., PunkoBa T. Axamemusi Microsoft: AaMuHUCTpUpOBaHUE

cereil Ha muatdpopme MSWindowsServer [Dnextponusii pecypc] .— URL:
http://www.intuit.ru/studies/courses/991/216/info . — TekcT : anexkTponHbIi. ([laTa
obpamenus 26.08.24).

Yueono-memoouuecrkoe oovecneuenue

1. Meroauueckue yKazaHusl K BBINOJHEHUIO JIa0OPAaTOPHBIX paboT
nogucuuIuinie  «TexHOoJIOruu  aAMUHUCTPUPOBAHUS U YNOpPABICHUA B

KOMIBIOTEpHBIX cuctemMax u cersix» /Coct. : A. H. bapanoB. — AumueBck :
I'OYBIIO JIHP «J1oHI'TY», 2022. —63 c.— URL:
https://moodle.dstu.education/mod/resource/view.php?id=3745. — Pexum

JIOCTYIIA: ISl aBTOPU3. TOJIb30BaTENIe. — TEKCT : SJIEKTPOHHBIN.
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7.2 Ba3bl JAHHBIX, 3JIEKTPOHHO-0M0IHMOTEeYHbIE CHCTEMBI,
HHGOPMALIMOHHO-CIIPABOYHbIE M IOUCKOBbIE CHCTEMBI

1. Hayunas oubmmoreka Honl'TY : odunuanbHplii calT.— AJYEBCK. —
URL.: library.dstu.education.— TeKcT : 37€KTpOHHBIH.

2. Hayuno-texuuueckass oubnuoreka BI'TY um. IllyxoBa : oduiuanbHbIN
caiit. — benropoa. — URL: http://ntb.bstu.ru/jirbis2/.— TekcT : 31EeKTPOHHBIN.

3. KoHcynmbTaHT CTyJOeHTa : DIEKTPOHHO-OMONMOTEYHAass CUCTeMa.—
MockBa. — URL: http://www.studentlibrary.ru/cgi-bin/mb4x.— TekcT
AIEKTPOHHBIN.

4. YHuBepcuTeTcKass OuONMOTEKa OHJAWH : 3JIEKTPOHHO-OMONIHOTEUHas
cuctema.— URL: http://biblioclub.ru/index.php?page=main_ub_red.— Texkct
AIEKTPOHHBIN.

5. IPR BOOKS : snekTpoHHO-OMONMMoTeuHass cucrema.—KpacHoropck. —
URL: http://www.iprbookshop.ru/. —TeKcT : 3JeKTpOHHBIH.
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8 MartepuaibHO-TeXHHYECKOEe OOecredeHne JUCIUILTHHbBI

MarepuanbHo-TexHHueckasi 0a3a oOecrieurBaeT MPOBEACHHE BCEX BHUIOB
NEeATEILHOCTH B Mpolecce o0ydeHusi, cooTBeTcTByeT TpedoBanusim ®I'OC BO.
MartepuanbHO-TEXHUYECKOE 0O0ecrieueHre MpeCTaBIeHo B Ta0IuIE 6.

Tabnuia 6 — MatepuallbHO-TEXHUUECKOE 00eCTIeueHUE

HanmMenoBanne 000py10BaHHBIX yUeOHBIX KAOMHETOB

Anpec
(MECTOIOI0KEHHE)
y4eOHBIX
KaOWHETOB

CrieninaabHbIC TIOMEIICHHS:

Mynvsmumeouiinas ayoumopus. (60 nocadounwvix mecm,),
o0opyIoBaHHAs CIICIMATIM3UPOBAHHON (yueOHO#) Mebemnbio (CKambs
yaeonast —20 mrT., ctona— 1 mrT., Jocka ayauTopHas— 1 mr.), ydeOHoe
[TIK (MoHUTOp + CUCTEMHBIN OJI0K), MyJIbTUMEINHHAS CTOHKA C
obopynoBanueM — 1 mT., MUPoKOGOPMATHBIN IKPaH.

AyIuTOpuu 7151 IPOBEICHUS JIEKIIUI:

Komnvromepnvie knaccwi (22 nocadounvix mecma), 000pyJOBaHHBIN
yueOHOI MeOenbIo, KOMITBIOTEPAMHU C HEOTPAaHUUYEHHBIM JIOCTYIIOM K
cetu MHTEpHeT, BKIItoUas goctyn k ObC:

IIK- 12 mt.; Jlocka — 1 mmiT.

ayn. 207 xopn. 4

ayn. 211 xopn. 4
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JIuct cornacoBanus pabodeil mporpaMMbl IUCHUTITHHBI

Pazpaboran
JIoueHT Kad). HHTEIUIEKTYANBHBIX CHCTEM

1 MH(OPMALHOHHOMK e30macHOCTH
(JIOIHOCT )

H.o. 3aBenyroutero kadenpoii

HHTEJIEKTYAIBHBIX CHCTEM
1 HH(OPMAaLIHOHHOH Ge30macHOCTH

Ilporokon Ne | 3acenanus kadenpsi
MHTEJUIEKTYAllbHBIX CHCTEM
¥ HH(OpMAaLMOHHOH Ge30MacHOCTH

H.o. nexana c¢akynbrera
HH(OPMALIMOHHBIX TEXHOIOTHH U
aBTOMATH3ALMH [TPOU3BO/ICTBEHHBIX
MpOLIeCCoB

CornacoBaHo

[Ipencenarens MeTonHyecKoH

KOMHCCHHM 110 HANpPaBieHHIO NOAroTOBKH
10.05.03 UudopmanronHas 6e3onacHocThb
ABTOMATH3UPOBAHHEIX CHCTEM
(obpaszoBarenpHas nporpamma:
bezonacHoCTb OTKPBITHIX
HH(MOPMALIHOHHBIX CHCTEM )
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JIncT n3MeHe N U NOIOJTHEHU N
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