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1 Hean u 3a1a4u M3y4eHUsl JUCITUTIIAHBI

Lenu oucyunnunsi. 1lensro n3ydeHus] AUCITUIUIMHBI «3amuTa nHGopMaIum oT
YTEUKH 10 TEXHUYECKUM KaHallaM» TPEIOCTABUTh CTYACHTaAM TEOPETUUECKUE
3HAHUS W MPAKTUYECKUE HABBIKM IO OCHOBAM MHXKEHEPHO-TEXHUYECKOM 3allluThl
uH(pOpPMAIMHU OT YTEUKHU MO0 TEXHUYECKUM KaHaJIaM.

3aoauu uzyuenus oucyuniunsi. IlppoOpeTeHue cTyieHTaMu 3HAaHUM, YMEHUH U
MPAKTUYECKUX HABBIKOB, HEOOXOIUMBIX [JII W3YYEHHUS CIIOCOOOB pean3aIiuu
yactHpiX noiautuk Wb c¢ mpumenennem TC3U, TpeboBaHus K MOHUTOPHHTY U
aynuty 6e3onacHoctr AC B wactu TC3U; HaydnuThCsl OCYIIECTBIISITh MOHUTOPUHT U
aynut 6e3onacHoct AC B wactu TC3U.

Jucyunnuna wnanpasiena Ha popmuposanue 001IETPOPECCHOHATBHBIX
(OIIK-5, OIIK-14) xomMIieTeHIIMI BBITYCKHHUKA.



3

2 MecTo AUCHUIIMHBI B CTPYKTYpe 00pa30oBaTeIbHOI NPOrpaMMbl

JIOTUKO-CTPYKTYPHBIM aHAJIU3 AUCHMIUIMHBI — KYpC BXOJUT B 0053aTENIbHYIO
gactb BJIOKA 1 «Jlucuumauael (MOAYJK)» TOATOTOBKH  CTYJIEHTOB IO
HanpaBieHussM  noarotopku  10.05.03  MudopmarnmonHas  0€301acHOCTH
aBromaTuzupoBaHHbix  cucteM  (10.05.03-05 be3onacHOCTb  OTKPBITHIX
UH()OPMAITMOHHBIX CUCTEM).

JucrunmHa peanm3yeTcss  Kadeapod HWHTEUICKTYalbHBIX CHUCTEM H
uHpopMamoHHON OezonmacHocTH. OCHOBBIBaeTCS Ha 0asze MuUCHUIUIMH: «DU3MKay,
«Marematukay, «INEKTPOTEXHUKAY, «Mudpopmartukay, «OCHOBBI
nH()OpMaIIMOHHOM 06€30ITaCHOCTH.

SIBnsieTcss OCHOBOM MJisi M3y4Y€HHUS CIEAYIONIMX AUCHUIUIMH: «Opranuzanus
OBM u BBUMCHHMTENBHBIX cUCTEM», «lIporpamMMHoO-anmapaTHele cpeacTBa
obecrieueHus MHPOPMAITMOHHOM 0E30MTaCHOCTIY.

JIist u3ydeHus: MUCIMIUIMHBI HEOOXOAMMBI KOMITETCHIIUH, C(HOPMHUPOBAHHBIC
y CTyA€HTa Juis pelieHus oOmenpodecCuoHanbHbIX 3a7ad  JesTebHOCTH,
CBSA3aHHBIX C TPUMEHEHUEM BBIYMCIUTEIBHBIX CUCTEM B 00J1aCTH HHPOPMALIMOHHOM
0€30MacHOCTH.

Kypc sBasercs ¢yHaamMeHTOM [ OpUEHTalMU CTYJEHTOB B cdepe
pa3pabOTKH 3alUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.

OOmasi TPyAOEMKOCTh OCBOCHHS JUCLUMUIUIMHBI COCTaBIIIET 5 3a4EeTHBIX
eauaul, 180 ak.u. IlporpamMmoil JIUCHMIUIMHBI NPEAYCMOTPEHBI JIEKLIMOHHBIE
(36 ak.u.), mabopatopHbie (36 aK.4.) 3aHATUS U CAMOCTOSTEIbHAS paboTa CTyJeHTa
(108 ak.u.).

Juciunnuna usydaercs Ha 4 kypce B 7 cemectpe. @opMa MpOMEKYTOUHOU
aTTeCcTallMi — HK3aMEH.
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3 IlepeyeHb pe3yJabTaTOB O0OyYE€HUS MO JUCHMUILUIMHE, COOTHECEHHBIX C
IUVIAHUPYEMbIMH Pe3yJIbTATAMHU 0CBOEHUSsI 00Pa30BaTeIbHOI NMPOrpaMMbl

Ilpoyecc usyuwenus oOucyuniunvl «3ammura HHGOPMALUU OT YTEUYKH TIO

TCXHUYCCKUM

KaHaJlaM»

MIPEACTABICHHON B Tabmmie 1.

HaIrpaBJICH

HAa  (QOpMUpPOBaHUE  KOMIIETEHIIUH,

Tabmmma 1 — KoMmnerennmu, o0s3aTeIbHbIE K OCBOSHUIO

pa3paboTKy, BHEAPCHHE
u 9KCIUTyaTaIuIo
ABTOMATH3UPOBaHHBIX
cUCTeM C y4eToM
TpeOOBaHWI TO 3aIIuTe
UH(pOpMaIKH, IPOBOANUTH
MOJTOTOBKY  MCXOJHBIX
JTAHHBIX ISt
TEXHUKOIKOHOMHYECKOTO
000CHOBaHUS MPOEKTHBIX
pelIeHui

Copepxanue Kon Kon v HanMeHOBaHME UHIUKATOPA
KOMIIETEHIIUH KOMIIETEHIINH TOCTHKEHUS] KOMIIETCHLIUU
CriocobeH  NPUMEHATH OIIK-5 OIIK-5.2 IIpumensier HOPMAaTHBHBIC u
HOPMATHBHBIE IPaBOBBIE METOAMYECKHE JIOKYMEHTBI, perjJaMeHTUPYIOLINe
aKThl, HOPMATUBHBIE U JesITeIbHOCTD I10 3aIUTe UHPOPMALIUU
METOANYECKHE
JIOKYMEHTHI,
periaaMeHTHPYOIUe
JESATENBHOCTD 110 3aIIUTe
nHhopManuu
CriocobeH oCymIecTBIISATh OIIK-14 OIIK-14.1 OcymectBisier  pa3paboTKy |

BHEJIPEHUE aBTOMATU3UPOBAHHBIX CHCTEM C Y4E€TOM
TpeOoBaHuU MO 3aIuTe HH(POPMAIUU
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4 O0BLEM M BUABI 3aHATHH IO JUCIUILTHHE

OO6mass TpyAOEMKOCTh Y4YEOHOM JUCHUIUIMHBI COCTABISIET 5 3a4€THBIX
enuHuIpl, 180 ak.4d.

CamoctositenbHass pabora cryaenta (CPC) Bximowaer mpopaboTKy
MaTepuaioB JICKIMi, TOATOTOBKY K JaOOpaTOPHBIM 3aHATHUSIM, TEKYIIEMY
KOHTPOJIIO, BBINOJHEHUE WHAUBUIYATBHOTO 3aJaHUs, CAMOCTOATEIIbHOE N3YYEHUE
Marepualia v MoJroToBKY K SK3aMEHY.

[Ipn opranuzanuu BHEAYIUTOPHOM CAaMOCTOSITENILHOM pPAaOOTHI MO JAaHHON
JUCIUIUIMHE MCHOJIb3YIOTCS (hOpMBI U pactipeesienue Oromkera BpeMenu Ha CPC
JUIs1 OUHOU (POpMBI 00YUYEHHUSI B COOTBETCTBHUH C TaOJIUIICH 2.

Tabnuma 2 — Pactipenenenne Oromkera Bpemenn Ha CPC

AK.4. 10
Bun yuebHo# paboThl Bcero ak.u. CeMecTpam
7
AynutopHas paboTa, B TOM YHCIIC: 72 72
Jlexuun (JI) 36 36
[Tpaktuueckue 3ansatus (113) 36 36
JlaGopaTopusie padotsl (JIP) - -
Kypcogas paboTta/KypcoBoil IpOEKT - -
CamocrositensHas pabora ctynentoB (CPC), B Tom uuncie: 108 108
IToaroroBsxka K JIEKIIUAM 9 9
[ToaroroBka k J1abopaTopHBIM paboTam 12 12

[ToaroToBKa K MPAaKTUYECKUM 3aHSATUSIM / CEMHUHApaM - -
BrimonaeHne KypcoBoi paboThl / MpoeKTa - -
PacuerHo-rpaduueckas padbota (PI'P) - -
Pedepar (nuauBHIyaibHOE 3a/1aHKE) 15 15
Homarmaee 3amanue - -
[ToaroroBka K KOHTPOJILHBIM paboTam - -
IloaroTroBka K KOJUIOKBUYMY - -

AHanuTu4eckuii ”HPOPMAIIMOHHBINA TOUCK 18 18
Pabora B 6ubanorTeke 18 18
[ToaroroBka k sK3amMeHy 36 36
IIpoMexyTouHas aTTecTanus — 3K3aMeH (J) €] €]

OO6m1ast TpPyA0€MKOCTh JUCIIUTUTHHBI

aK.u. 180 180
3.€. 5 5




5 Conepxxanune TUCHUILIHHBI

C 1nenbio OCBOCHUS KOMIIETEHIIUM, TPUBEACHHBIX B 1.3 TUCUUIUIMHA pa3OuTa
Ha 4 TeMBbI:

—T1eMa 1 (OCHOBBI TEXHMUECKOH 3aIUThl HH(POpMAIINN);

—tema 2 (TexHuueckue cpecTBa NOIyYeHUs] HHPOPMAIIIH);

—1ema 3 (OLeHKa yrpo3 ¥ METOAbI MPOTUBOACHCTBUS YTEUKE HH(POPMAIUN);

- rema 4 (IIpakTuyeckue acrieKThl U COBPEMEHHBIE YTPO3bI).

Bunpl 3aHaTH 1O AMCUMILIMHE M paclpeiesieHue ayIuTOPHBIX YacoB IS
O4YHOU (POpMBI TIPUBEICHBI B TaOIUIIE 3.



Tabnuma 3 — Bunel 3aHsATHIA 110 TUCHUIUIMHE U paclipeiefieHHe ayIuTOPHbIX 4acoB (ouHas popMa o0yUdeHus)

HaunmenoBanue TeMbl

Ne ., |Tpynoemxocts| Temsl npakTuyeckux [Ipy1oeMKocCTs B Teva TpyoeMKOCTb
(pa3z[ena) COILGp)KaHI/Ie JICKIIMOHHBIX 3aHATUU o na6opaTopHHx
n/n B aK.d. 3aHATHI aK.4. " B aK.d.
JOUCIUIIIAHBI 3aHATUU
1 2 3 4 5 6 7 8
Opranm3anms
BBenenue B TEXHUYECKYIO p 1
aTTecTalluu
3alIUTY UH(OPMAITHH.
o BBIZIETICHHOTO
Konnemns TEXHUYECKOU
OCHOBBI IIOMEIICHHS 110
. 3aIUThI UHPOPMAIIUH. 4
| | TeXHHYECKOH TpeOOBaHUAM
OpranuzanMoHHbIE OCHOBEI 8 — —
3aIUTHI X HIHeCKO SALTLL 0€30I1aCHOCTH
uHpOopMaIu Hl uHbOopMaluu
nH(popManuu.
@usznueckue OCHOBBI YTEYKHU
(opmam MonenupoBanue 4
WH .
pMan 00BEKTA 3aIKTHI.
Knaccudukamumss  TeXHMUECKHX
CpElCTB MOJTyYEHUS MopenupoBanue
nH(popManuu. TEXHUYECKUX
AkycTuueckue 51 KAHAJIOB YTEUKHU 4
TexHu4eckue BHOPOAKYyCTHYECKHE KaHaJIbl nHopManuu
7 | cpexacTBa yYTEeUKH HH(pOpMALUH. 10
MOJTy4YECHUS DJIEKTPOMArHUTHbBIE KaHaIbl HUccnenosanne
I’IH(bOpMaLII/II/I YTCUYKH I/IH(popMauI/H/L 3BYKOU3OJISIIMOH 6
Ontvyeckue U BHU3yaJbHbIC HBIX CBOMCTB
KaHaJbl yTeUKU WH(POPMALIUH. Pa3IUYHBIX
becnipoBoaHbBIE KaHANIbBl YTEUKH MaTepHaIOB.

uHpopManuu.




3aBeprreHue TabauIbI 3

1 2 3 4 7
DKCNepUMEHTaIbHO-
pacueTHasi OleHKa
MeTonbl OIEHKH YTpO3 YTEUKH|
pa300pPUUBOCTH PEYH.
UH(OpMaLUH.
O1ieHKa yrpo3 u N
MeTobl MPOTUBOICHCTBHS YTCUKE
METO/IbI Omnpenenenue kiacca
3 . MH(OpMaLNK. 10
POTHBOACHCTBUS CpencTB
TexHudeckne CcpencTBa 3alllHThI .
yTeuKe MH(OpMAITIH KpHUnrorpaduyeckon
MHpOpMALHH. 3aIUThl HH(OPMALIUN
ATTecTarysi 00bEKTOB 3aIUTHI P '
) Pa3zpaboTtka momenu yrpos
o fokymentam OCb.
[IpakTHdyeckne acreKThl 3alllUTh]
IIpakTrueckue MH(pOpPMAaLUH. .
P $op MHoro¢yHKIIMOHATBHBIT
ACTICKTHI 1 CoBpeMeHHbIE YTPO3bl U BHI3OBHI B N
4 COBPEMEHHBIE 001aCTH 3aIUTHl HH()OpMAITH 8 HOUCKOBBII MpHOOP
p m PMAILHH. ST131.S «ITupambs I1».
YTPO3bI Sammra uHbOopMauu B

KPUTHYCCKU BAXKHBIX 00BEKTaxX.

Bcero ayauropHbIX 4acoB

36

36
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6 @oHI OLEHOYHBIX CPEACTB ISl NPOBEJACHHSA TeKyIIero KOHTPOJIS
yCIIeBAeMOCTH M IIPOMEKYTOYHOM aTTeCTAllMM CTYACHTOB 110 JMCHUIIIHHE

6.1 Kpurepuu oneHnBaHus

B cootBerctBuu ¢ IlonoxxeHneM o KpeIUTHO-MOTYJIbHON CUCTEME OpraHU3aluu
00pa30BaTeILHOTO porecca OI'bOY BO « 1ol TY»
(https://www.dstu.education/images/structure/license_certificate/polog_kred modul.

pdf) npu onenuBaHMKM CHOPMUPOBAHHOCTH KOMIETCHIIMA 1O  JUCHUIUIIMHE
ucnonbzyercs 100-0arubHas mKkana.

[lepeyeHh KOMMETCHIHMI MO MUCIUILIMHE W CIIOCOOBI OIICHUBAHUS 3HAHWN
NpUBEICHBI B Ta0nuie 4.

Tabnmiia 4 — [lepeueHb KOMIIETEHITMH 110 TUCITUTLTMHE U CIIOCOOBI OIICHUBAHUS 3HAHUN

Kon n HaumeHoBaHue
Croco0 orieHUBaHUA O1leHOYHOE CPEeNICTBO
KOMIIETEHIIUH
Kommiekt KOHTPOJIN UX
OIIK-5, OIIK-14 JK3aMeH TPOTHpYIOI
MaTepUasoB JUIsl SK3aMeHa

Bcero mo Texymieit pabote B cemecTpe CcTyneHT MoxkeT Habpats 100 6amios,
B TOM YHUCJIE:

— pedepartsl (2 mT.) — Bcero 20 6anos;

- MpakTU4Yeckue paboTel — Bcero 80 6aIOB.

OrieHka 1o 3K3aMeHy MPOCTAaBIISIETCS aBTOMATHYECKH, €CIIM CTYICHT HaOpai B
TeUCHHH ceMmecTpa He MeHee 60 OamioB M OTYMTAJCS 3a KAKIYH KOHTPOJIBHYIO
TOYKY. MUHUMAaIbHOE KOJIMYECTBO OAJJIOB MO KaXXKIOMY U3 BUJOB TeKyIIeH paboThI
coctaBisieT 60% OT MAKCUMaJIbHOTO.

OKk3ameH N0 JUCHUIUIMHE «3amura HHPOpPMAIMH OT YTEYKH IO
TEXHUMYECKUM KaHallaM» MPOBOJUTCS MO pe3yibTraraM paboTel B cemecTpe. B
cllydae, €CJIM TMOJIyYeHHAs B CEMeCTpe cymMMa 0ajIoB HE yCTpauBaeT CTYACHTA, BO
BpEMS CECCUU CTYACHT UMEET MPABO MOBBICUTH UTOTOBYIO OLIEHKY B (JOpME YCTHOTO
co0eceT0BaHuUs 110 TPUBEACHHBIM HUXKE BOITPOCAM.

[IIxkana oOLEeHMBAHMSA 3HAHWM NPU INPOBEICHHHM IMPOMEKYTOUYHOW ATTECTALMHU
npuBeaeHa B TAbIUIE 5.
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Taomuna 5 —lkana orieHUBaHus 3HAHUI

Cymma 0anioB 3a Bce BUIBI yUeOHOU OreHka Mo HallMOHAJBLHOM 1IKae
TSI TeTbHOCTH 3a4€T/9K3aMeH
0-59 He 3auTeHO0/HEYI0BIETBOPUTEIHLHO
60-73 3a4TeHO/yJOBIETBOPUTEIIHHO
74-89 3a4TEeHO/XOPOIIIO0
90-100 3a4TeHO/OTIIMYHO

6.2 JlomaiHee 3aaHue
Jlomariaee 3a1aHue HE MPEYCMOTPEHO.

6.3 Tembl 1i1s1 pepepaToB (Mpe3eHTAIMI) — MHAMBHAYAJbHOE 3a1aHHE

Tema 1: OCHOBBI TEXHUYECKOM 3aIIUTHI HH(POPM AU

1. KoHuenmus TeXHUYeCKOH 3aIIMThHI HHPOPMALIUU: OCHOBHBIE PUHIIUIIBI
U 33J1a4H.

2. HopmatuBHo-nipaBoBas 6a3a B 001acTH 3alIUTHl HTHPOPMAIIH.

3. MexayHapoaHbie CTaHAAPTHI B 00JACTH 3alUTHI HHPOpMaIUU
(ISO/IEC 27001).

4. Poccuiickue crangaptsl 3amutel uHGopmaiuu ('OCT P 50922-2006).

5. OpraHu3zanMoOHHBIE MEpPbl TEXHUYECKOH 3aIUThHl HHPOPMALIUH.

6.  Ponb yenoBeueckoro ¢akropa B yTeuke HHPOPMAIIUH.

7. Hcropus pa3BUTUS TEXHHUYECKOW 3alIUTHI HH(POPMAIIHH.

8. OTHYECKHE aCTIEeKThI 3alIUTH HH(POPMAIIHH.

9.  bananc Mexny 6€30MacHOCTBIO U IPUBATHOCTHIO B TEXHUYECKON
3aluTe.

10.  OcHoBHBIE YTPO3bl HHPOPMAITMOHHOHN 0€30MaCHOCTH B COBPEMEHHOM
MUpE.

Tema 2: TexHn4eckue KaHAJIbI YTeYKH HHPOPMAUK

11. Knaccudukanus TEXHHYECKUX KaHAIOB YTEUKH MHPOPMAITUH.

12.  AxycTuueckue KaHaJbl yT€UKH HH()OPMALIMK: METO/IbI IIepexBara u
3aIUTHI.

13. BuOpoakycTuueckue KaHallbl yT€UKH HH()OPMALIUH.

14. DnekTpoMarHUTHBIE KaHAIbl yTeuku nHpopmaruu (II9MUH).

15. OnTudeckue KaHAIbI YTEUKH HH(DOPMAITHH.

16. becnpoBojnbie kaHaibl yreuku nHbopmanun: Wi-Fi, Bluetooth, GSM.

17.  VYteuka undopmanmu depe3 KabeIbHbIC TUHUH CBSI3H.

18. TexHuyeckue cpeacTBa nepexnaTa HHGHOPMALUU: KIacCUPUKALIUSA U
MPUHIIUIIBI paOOTHI.



2006.

19.
YCTPOWCTBA.
20.

11

CoBpeMeHHbIe MeTObI iepexBaTa uHpopmarmu yepes [oT-

VYreuka nndopmanuu yepes3 o01auHbIEe TEXHOJIOTHH.

Tema 3: MeToabl U cpeAcTBA 3aIIUTHI HHGOpPMaALIMHU

21.
22.
23.
24.
25.
26.
27.
28.
29.
30.

Mertoabl noaBIeHUS aKyCTUYECKUX CUTHAJIOB.

MeTtob! 3aMThI OT yTeuku uHpopmarmu yepe3 [IDMIH.
OKpaHUpPOBaHKE KaK METO/I 3aIUThl HH(OPMALIUH.

TexHuyeckue cpeacTBa 3alUThl HHQOpMAIK: 0030p U MPUMEHEHHE.
ITporpaMMHBIE cpeacTBa 3alUThHl UHPOPMALIUK.

MeTozp! 3auThl HHGOPMaIMU B OECIIPOBOHBIX CETAX.

3amuTa MHGOpMALMK B 00JIaYHbIX cpeaax.

Kpunrorpaduueckne MeTo 1 3aMThl HHGOPMALIUH.

dusznueckre MEeTOIbl 3aIlUThl HH(POPMALIHH.

KoMrekcHpIN OIX0/1 K 3auTe HHPOPMAIIHH.

Tema 4: Ouenka yrpo3 u pucKoB

31.
32.

33.
34.
35.
36.
37.
38.
39.
40.

MeTobl OIIEHKH YyTpo3 yTeuky HHPOpMAaLUK.

AHam3 pUCKOB B TEXHUUECKOMH 3a1uTe nHPOpMaInu.
MeTonuKH OLIEHKH YSI3BUMOCTEN HH()OPMAITMOHHBIX CUCTEM.
Onenka 3((eKTUBHOCTH 3aIIUTHBIX MED.

MeTobI MOAETUPOBAHUS YTPO3 YTEUKH UH(DOPMALINH.
AHanu3 MHIUIEHTOB YTEUKH HH(POPMAITIH.

Onenka yrpo3 B loT-ycTporicTBax.

OreHKa yrpo3 B 00JIaYHBIX TEXHOJIOTHUSIX.

OreHka yrpo3 B 6€CIIPOBOIHBIX CETSX.

O1eHKa yrpo3 B KPUTUYECKH BaKHBIX 00bEKTaX.

Tema 5: ArrecTanus 00HLEKTOB 3aIIUTHI

41.
42.

43.
44.
45.
46.
47.
48.
49.
50.

[Tpoueaypa arrectanu 0ObEKTOB 3aIIUTHI.
TpeboBanus k arrectanuu 00HeKTOB B cooTBeTcTBUU ¢ ['OCT P 50922-

MeTonuku npoBeieHNs aTTecTallui 0ObEKTOB.
ATtrecranus 00beKTOB HHPOPMATU3AIUY.

ATtrecranus 00beKTOB B 00JAYHBIX CPEJlax.

ATtrectanusa o0bekToB B [oT-cucremax.

ATtTectanus 0ObEKTOB B OECIIPOBOIHBIX CETSX.
ATtTectanus 0ObEKTOB B IPOMBITIUICHHBIX CHCTEMaX.
ATtTecTanus 00bEKTOB B TOCY/IAPCTBEHHBIX YUPEIKICHUSIX.
ATtTtecTanus 00beKTOB B (PMHAHCOBOM cdepe.

Tema 6: CoBpeMeHHbIE YTPO3bI M BbI30BbI

51.

CoBpeMeHHbIe Yyrpo3bl yTeuku nHpopmanuu yepes [oT.
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52.  VYrpo3sl yreuku nHGOpMaLKU B 00JaUHBIX TEXHOJIOTHSIX.

53.  VYrpo3ssl yreuku uHgopmanuu B Big Data.

54.  VYrpo3ssl yreuku nHGopMaIiu B OJJIOKUYECHH-TEXHOJIOTUSIX.

55.  ¥Yrpo3ssl yreuku nHGOPMAIMU B KBAHTOBBIX TEXHOJIOTHSIX.

56.  Yrpo3ssl yreuku nHGOPMAITIHN Yepe3 COIUATbHYI0 HHXCHEPHIO.

57.  Yrpo3ssl yreuku nHGOPMAIHN Yepe3 MOOMIbHBIC YCTPONCTBA.

58.  VYrpo3sl yreuku nH(GOpMALIMU B YMHBIX JOMaX.

59.  VYrpo3ssl yreuku nnpopmanuu B npomeinuieHHbIX loT-cuctemax.

60.  Yrpo3sl yreuku nHGOpPMAIIMK B aBTOHOMHBIX TPAHCIIOPTHBIX
CpelCcTBax.

Tema 7: IIpakTHYecKHe aCNEeKThI 3AlIMTHI HHPOpMaALIMK

61. Pa30op peasbHBIX KEHCOB YTEUKU HHPOPMAIIH.

62. IlpakTudeckue METObI 3alTUTHI HHPOPMAIUU B OdHrCax.

63. IIpakTuueckue METO/ bl 3aIIUTHl MH(POPMALIMKA HA TIPOMBILLICHHBIX
O00BEKTaxX.

64. IlpakTHueckue METO/Ibl 3alUIUThl UH(POPMAIIMU B TOCYAAPCTBEHHBIX
YUPEKACHUSIX.

65. IlpakTuueckue METO/Ibl 3aUUThHl UHPOpMaLUU B (pruHaHCOBOM cepe.

66. IIpakTHueckune METOIbl 3aIIUThl HHPOPMAIIMH B METUITTHCKUX
YUPEXKICHUSX.

67. IlpakTHueckue METO/ bl 3alIUThl MH(pOpPMAIMK B 00pa30BaTENbHbIX
YUPEXKICHUSX.

68. IIpakTHyeckue METO/Ibl 3alIUThl UHPOPMALIMU B TPAHCIIOPTHOH cdepe.

69. IlpakTHueckue METOJIbI 3alIUThl MH(POPMALIUU B SHEPTETUUYECKON
cdepe.

70.  IlpakTHyeckue METO/Ibl 3alUThl UHPOPMALIMU B TEIEKOMMYHUKALIHSIX.

Tema 8: Me:XIyHAPOAHBIH ONBIT U CTAHAAPTHI

71.  MexXIyHapOAHBII ONBIT 3aIUTHI UH(OPMAIIUU OT yTEUEK.

72.  CpaBHEHUE POCCHUUCKUX U MEKIYHAPOAHBIX CTAHAAPTOB 3aILUTHI
uHopMarmm.

73.  OmnbiT 3ammTtsl nHGopmaruu B CIIA.

74.  OnbIT 3ammThl HHPOpMaluu B EBporie.

75.  OmnpIT 3amuTtsl nHGopMaruu B Kutae.

76.  OmnbIT 3amuThl HHGOPMALIUU B STIOHUH.

77.  OmnpiT 3amuTsl HHGOpMaluu B ctpanax CHI'.

78.  MexayHapoaHbIe OpraHU3aIuy B 00JACTH 3alTUThI HH(POpMAITUH.

79. MexnayHapoaHbie KOH(PEpEeHIIUH 10 3a1uTe HHHOPMALIIH.

80. MexayHapoaHble UCCIENOBAHMS B 00JIACTH 3aIUThI MH(OpPMAIUK.
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Tema 9: UHHOBANMOHHBIE TEXHOJIOTUH 3AIMTHI HHPOpMALMH

81. Hcnonp3oBaHUE UCKYCCTBEHHOT'O MHTEJUIEKTA JUISl 3AIUTHI
uHopMarmm.

82. Hcnoabs3zoBanue Og0K4YelHa )i 3a1UTHI HH(OPMaLIUU.

83. Hcnonp3oBaHME KBAaHTOBBIX TEXHOJOTUH 7S 3aIIUTHI HHPOPMAITHH.

84. Ucnonw3oBanue Big Data qns 3amutsl nHbOpMauu.

85. HcnonwzoBanue loT mist 3ammtel nHpopmanmu.

86. lcnonp3zoBaHue 00aYHBIX TEXHOJIOTUH AJIS 3aLIUTHl HHPOPMAIUH.

87. Hcnonbp3oBaHuE OMOMETPUUYECKUX JAHHBIX JJIS 3aLIUTHl HHPOPMALUH.

88. Hcnonb3oBaHMEe HEMPOHHBIX CETEH JUIs 3alUThI UH()OPMALIHH.

89. Hcnonp3oBaHME MAIIMHHOTO 00YYEHMs Il 3aIUThl MH(POPMAIUH.

90. Hcnonp3oBaHue BUPTYyaJIbHOM peagbHOCTH IS 3aLIUTHI HHPOPMAIIH.

Tema 10: Byaymee TexHu4ecKOH 321U THI HH(POPMALMH

91. byaymiee TeXHMUECKOH 3alIUTHI HHPOPMAIMH: TPEHIBI U MPOTHO3BI.

92. byaymee 3amutsl nHpopmanuu B [oT.

93. byaymee 3amuThl HHQOpMALUY B 00JaYHBIX TEXHOIOTHSIX.

94. bynymee 3amuTthl nHGopmaru B Big Data.

95. bynymee 3amuThl ”HOOPMAIMK B OJIOKYEHH-TEXHOJIOTHSX.

96. byaymiee 3amuTel HHGOPMALIUK B KBAHTOBBIX TEXHOJIOTHSIX.

97. Bbynymiee 3amuThl HHOOPMAIIUU B UCKYCCTBEHHOM MHTEIUICKTE.

98. bynaymee 3amuThl HHGOPMALIMK B YMHBIX TOPOJIaX.

99. byaymiee 3amuThl HHGOPMALIUKA B aBBTOHOMHBIX CUCTEMaX.

100. bynymiee 3amuThl ”HOOPMAIIMH B TJIO0ATBHBIX CETX.
JdomnoaHuTebHbIE TeMbI pedepaToB

X NNk WD =

—_— e e e = e \©
Nk = o

Yreuku nndopmanuu

Cnyyau yredyku uHGOpMaIiu

TexHuyeckue KaHaIbl YTEUKH HHPOPMAIIH

Texandeckue kaHanbl yreuku uadopmarmu ['OCT
BrisiBnenune kaHaioB yT€UKH HH(POPMAIIH

VYreuka nadopmanuu no kanagam [IDMUH
Knaccuduxkanus kaHaioB yreuku HHGOpMAaIUH
[TocnenctBust yreuku uHGopManuu

Cnyyau yTedku HHGOpMAIIMKU B MEAULIHE

VYuiep6 oT yTeuku HHPOpMaUH

Bubpoakyctuueckuii kaHas yreuyku nHbopMauu
Kananb! yreuku nnpopManuy Ha NpeAnpusiTHU

Kanaine! yreuku nuHpopManuy B KOMIbIOTEPHBIX CUCTEMAX
Kanainb! yreuku nHopManuu 3a cueT napa3uTHBIX CBsI3el
Kanaibl yreuku rnepcoHalbHbIX TaHHbBIX
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16. Pagunokanainsl yreuku uH(OpMaLuu

17.  CnocoObl 6JI0KMpOBaHUS KaHAJIOB YTEUKH WH(POpMaIu

18. AKycTHYeCcKUM KaHaJll yTeUuKd WHPopMarmu

19. MarepuanbHO-BEeIIECTBEHHbIE KaHAIbl YTEUKH HH(POPMALIUH

20. OnTuyeckue KaHaJIbl yTeUKH HHPOPMAIIH

21. Ilapamerpuueckue KaHallbl yT€UKH UH(DOpMALIUU

22.  CkpbIThI€ JOTHYECKHE KaHAJBI YTEUKU UH(OpMALIUU

23.  DneKkTpOMAarHUTHbBIE KaHaJbl yTeYKU HHPOpMAIIUU

24.  AHaiM3 TEXHUYECKUX KaHAJIOB YTEUYKU UH(POpMAIUU

25. Buapl TEXHUYECKUX KaHAJOB YTEUKH UHPOpMaLIUU

26. MeponpusTuss MO BBISBICHUIO TEXHMYECKMX KAaHAJIOB  YTEUYKU
uHbOopMaIuu

27. IlpenoTBpailieHuE YTEUKH HHPOPMAIMH 110 TEXHUUECKUM KaHaJIaM

28. CmocoObl © cpeAcTBa 3allUThl  HHPOPMAIMU OT YTEUKH IO
TEXHUYECKUM KaHaJlaM

29.  VYrpo3sl peanu3aluyd TEXHUYECKUX KaHAJIOB YTEUKU MH(OpManuu

30. AxanuTtuyeckas paboTa Mo BBISBICHHIO KaHAJOB YTEUKU MH(MOpMAIUU
bupmbl

31. CpexacrtBa BbISIBIEHHS KaHAJIOB yTeYKU HHGOPMALIUU

32. Pa3paboTka MepompusTHil MO 3aIuTe HHPOpPMAIMH OT YTEUKH IO
kanaigam [I9MUH

33.  ¥Yrpo3ss! yreuku uHbopmarmu o kanaiam [I9MUH

34. IlpuuuHbl yTeuku nHGOpMaIu

35. HcroyHuKM yTeuku uH(popmarmu

36. VYTeuka JaHHBIX

37. YTeuka IaHHBIX KPEAUTHBIX KapT

38.  VYrteuka mHpOpManuu B 00IaYHbBIE XPAHUIIHINA

39. VYTteuka undopmanuu yepe3 MOOUIbHBIEC TEIEPOHBI

40. VYreuka KOH(pHUACHIUATHHONU HHPOPMALIUU

41. Ileyatp u yreuka uHpopmau

42. CoBpeMEHHbIE TEXHOJOTMM 3alUThl OT YTEYKU KOH(UIEHIUATHLHOU
uHopMaru

43. VYrteuka 6aHKOBCKOM MH(pOpMaIuu

44.  VYreuka MHPOpMAIMHN U3 KOMIIAHUU

45.  VYreuka HHPOpMAIMN KOHKYPEHTY

46. Yreuka nuyHOU MHpOpMaLUU B ceTh IHTEepHET

47.  YTeuku NepCOHATBHBIX JAHHBIX

48. Kak 3aluTUTh NEPCOHAJIBHBIE JAHHBIE OT YTEUKHU

49. Kak y3HaTh, KTO B KOMIIAHUU CIIMBAET HHPOPMALIMIO KOHKYpPEHTaM
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50. VYTeuka koMMepuecKoi HHGOpMaUu

51.  IIpuuunHsl yreuku nH(GOPMALMU HA NPEANPUITUN

52. OcHOBHBbIE KaHaJbl YT€YKU UH(POPMALUH

53. IlpuyuHBI ¥ YCIOBUS YTEUKH 3alMIIAEMON HHHOPMALINH

54. CnocoOsl peA0TBpaIleHus] yTeYKH HHPOpMauu

55. PaccrnenoBanue yreuku HHGOpMAIIH

56. Kak u3bexats yreuku HHPOpMauu

57. IlporuBoxeiicTBUE yTeukaM WH(GOpMALIUU

58.  Bwuasl yrpo3 yreuku uHGOpMaLUu

59. Pa3paboTka cUCTEMBI 3aLUThl OT JIEKTPOMArHUTHBIX KaHAJOB YTEUKU
uHopMarmm.

60. Pa3paboTka cuHCTeMBl 3alIUTHl AKYCTUYECKUX KAHAJIOB YTEUKH
uHbOpMaIuy.

61. CpaBHUTENbHBI aHAIM3 XapaKTEPUCTUK CPEICTB OOHAPYKCHHS
paano3aKiIagoK.

62. OnTHueckue KaHajbl yTEUYKU HH()OPMALIMY U UX JOKAJIU3aLH.

63. Peanuzanus 3anmutel nHGOpMauK ot yreuku uyepe3 [IDMIUH.

64. CpaBHUTENbHBI aHANU3 MojeNel 0e30MacHOCTH KOMIIBIOTEPHBIX
CUCTEM.

65. CpaBHUTEIbHBIN aHAIU3 METOJOB 3aIUThI IEPCOHAIBHBIX TAHHBIX.

66. CpaBHUTEIBHBIA aHATU3 YS3BUMOCTEN CATOB OT BO3MOXKHBIX aTaK.

67. CpaBHUTENbHBII aHAIW3 METOJOB AyTEHTH(PHUKALMU TMOJIb30BaTEIeH
MH(POPMALMOHHBIX CUCTEM.

68. CpaBHUTEIBHBIM aHAIUW3 METOJAOB, MCIOJB3YEMBIX B THIIOBBIX
cUCTeMax KOHTpoJis U ynpasienus nocrynom (CKVY 1) npeanpustuii.

69. CpaBHUTENBHBI aHaJIM3 METOJOB JOCTyna B HWH(GOPMALMOHHBIX
CUCTEMAX.

70.  CpaBHUTENbHBIM aHaIU3 BO3MOXKHOCTEH NPOrPAMMHO-AINIapaTHBIX
KoMITIeKCOB 3amuThl nHGopmaruu ot HCJI.

71.  CpaBHUTENbHBI aHAIW3 METOAOB CTeraHorpaduu JUis CKpBITHS
uHopMarmm.

72. CpaBHUTENbHBI aHAJIW3 METOJOB 3allUThl MHpoOpManuu B 0Oazax
JAHHBIX.

73. CpaBHUTENbHBIN aHAIW3 METOJOB (PU3MYECKONW 3alIUThl OOBEKTOB
uH(pOpMaTH3aLINN.
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6.4 OueHouyHble cpeICcTBa VI CAMOCTOATENbHOH PadoThl M TeKYyLIEro
KOHTPOJIsl YCIIeBaeMOCTH
Tema 1 (OcHOBBI TEXHUYECKOM 3aIIMTHI HH(OPMALIIN)

Ba3oBble TecThI (BHIOOP 0JHOT0 MPABUJIBLHOIO OTBETA)

1. Yro moHuMMaeTcs Moj TEXHUYECKUM KaHAJIOM YTE€YKH HH(OpMaluU B
coorBercTBHM ¢ 'OCT P 50922-2006?

a) Cnoco0 nepenayu JaHHBIX Yepe3 UHTEPHET

b) ®usuyeckuil UIM TEXHUYECKHM CMOCOO HECAHKIMOHUPOBAHHOTO
MoJTy4yeHus: HHPOpPMaLUH.

¢) Meron mm@poBaHus JaHHBIX.

d) [IporpamMmmMHoe obecrieueHue 1l 3alUThl HHPOPMAIHH.

OTtBeT: b)

2. Kako# u3 nepe4yuciieHHbIX MPUHIUIIOB TEXHUYECKOM 3alUuThl HHPOpMaLUU
cootBeTcTBYeT TpeboBanusiM ®CTIK Poccun?

a) [IpuHUOKIT OTKPBITOCTH.

b) I[IpyuHIIATT KOMIUIEKCHOCTH.

¢) [IpuHUMI MUHUMAJIBHOM 3a1UTHI.

d) IlpunIun cay4aifHOCTH.

OTtBeT: b)

3. UTo OTHOCUTCS K OpraHU3AIlMIOHHBIM MepaMm 3aluThl WH(pOpPMAIUU B
coorBerctBuM ¢ 'OCT P 57580-2017?

a) YcTaHOBKa aHTUBHpYCA.

b) Pa3zpaboTka monuTrku 6€30MacHOCTH.

¢) Mcnosib30BaHue remepaTopa myma.

d) DxpanupoBaHue MTOMEIIEHUN.

OTtBeT: b)

4. Kakoi JOKyMEHT peryjupyer 3alluTy NepCcoHaIbHbIX JaHHBIX B PD?

a) YToJIoBHBIN KojieKkC PO.

b) ®enepanbubiii 3akoH Ne 152-D3 "O nepcoHanbHBIX JaHHBIX".

c¢) Kouncruryuus PO.

d) I'paxnanckuii kogekc PO.

OTtBeT: b)

5. Uto sBisieTcsl LENbl0 aTTECTallMd OOBbEKTa 3alllUThl B COOTBETCTBUM C
tpeboBanusimu @CTIK Poccun?

a) [IpoBepka cooTBeTCTBUS 00BEKTA TPEOOBAHUSM I10 3AIIUTE WH(POPMALIUH.

b) YcTaHoBKa aHTUBHPYCHOTO IPOTPAMMHOTO OOECTIeUeHUsI.
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c) [IpoBenenue aynura pruHAHCOBOW OTYETHOCTH.

d) Ornenka npou3BOIUTEILHOCTH 000OPY0BAHUS.

OTtBert: a)

TecTbl NOBBILLIEHHOT0 YPOBHA (BCTABbTE MPONMYIIEHHbI TEPMUH)

6. OCHOBHOW 1ENbI0O TEXHUYECKOW 3alluThl HMH(DOpPMAIMHU  SBISETCS
MPEIOTBPALICHUE unpopmaruu B coorBerctBun ¢ 'OCT P 50922-
2006.

OTBeT: yTeuku

7. IlpuHuun MpeAnojaraeT MCHoJb30BaHUE BCEX JOCTYIHBIX
METOJIOB U CPEJCTB 3alIUThl B cCOOTBETCTBUU ¢ TpeOoBanuamu ®CTIK Poccun.

OTBeT: KOMILIEKCHOCTH

8. OpraHu3aiioHHbIE MEpPbI 3aIIUThl MHPOPMAIMU BKIIOYAIOT Pa3pabOTKy

oe3onacHoctu B cootBeTcTBUU ¢ ['OCT P 57580-2017.

OTBeT: MOJUTHKH

9. ®enepanbublil 3akoH Ne 152-D3 perynupyer MEPCOHAIBHBIX
JAHHBIX.

OTtBeT: 3a1IUTY

10. Arrectanmss o0OBEKTa 3alIMTHl BKIIOYAET TMPOBEPKY COOTBETCTBHUS

TpeOOBaHUSM MO 3alIUTe UH(OOPMALINH.

OtBeT: 00BbEKTA

TecTbl BHICOKOTO YPOBHS (HanuimuTe GopMyJIy HIIU ONpe/iesieHue)

11. [aiite omnpenaesieHUE TMOHATUIO "TEXHUYECKUM KaHal  yTE€YKHU
undopmanuun" B coorserctBum ¢ 'OCT P 50922-2006.

OtBer: TexHuyeckuil KaHall yTeUuKH MHPOPMAIUU — 3TO (PUINYECKUN WIIH
TEXHUYECKUH  crmoco0  HECAaHKIMOHUPOBAHHOTO  TOJy4YeHUs  HH(OpMaIimu,
CBSI3aHHBIN C UCIIOIB30BAHUEM TEXHUYECKUX CPEICTB.

12. Hamwmmre ¢opmyny i pacuera ypOBHS — 3alIUIIICHHOCTH
uHdopmaimu B coorBeTcTBUU ¢ MeToaukamu GCTIK Poccun.

OTtBeT: Yposens 3anuiieHHocTd (Y3) = (KonudecTBO BBISIBIEHHBIX yTIpo3) /
(Oob1ee komuuecTBO yrpo3) * 100%.

13. JlaWite ompeneneHWE TOHATHIO "arTecTaius OOBEKTA 3alUTHI" B
cootBeTcTBUM ¢ TpeboBanusiMu ®CTIK Poccun.

OtBer: Artrectranusi 00BEKTa 3allUTBl — 3TO TMPOLECC MPOBEPKH
COOTBETCTBUSI OOBEKTa TPEOOBAHUSIM IO 3alUTE WHOOPMAIMH, YCTAaHOBIECHHBIM

HOPMATHUBHBIMHU JOKYMCHTAMM.
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Tema 2 (TexHuueckue cpeCcTBa MOJydYeHHUs HHOOpMaIK)

ba3oBble TecThl

1. Kakoe ycTpoilcTBO HCHOJB3yeTCs ISl CbheMa  aKyCTHYECKOM
uHdopmarmu B coorBercTBuu ¢ 'OCT P 50922-2006?

a)  JlazepHblit MUKPO(OH.

b)  T'enepartop mryma.

c) DKkpaHupyomnas cerka.

d)  AHTHBHpYC.

OTtBert: a)

2. UYro takoe [ID9MUH B coorBeTcTBUM ¢ 'OCT P 50922-20067

a)  IIporpamMmmHoe obecrieueHue A7l 3aIUThl HHPOPMAIIIH.

b)  I[loGouHble AEKTPOMATHUTHBIC U3TYUYEHHS U HABOAKHU.

¢)  Meron mudpoBaHus TaHHBIX.

d)  YcTpoiicTBO miis TOAAaBICHUS CUTHAJIOB.

OTtBeT: b)

3. Kakoil kanan yreuku wuHOOpMAIMU CBs3aH C BUOpalusIMH B
coorBercTBHM ¢ 'OCT P 50922-2006?

a) AKyCTUYECKUH.

b) BubOpoakyctuueckuii.

¢) DJEKTPOMarHUTHBIN.

d) OnTudeckuii.

OTtBeT: b)

4. Kakoe ycTpoHCTBO HCHONB3YyETCS HJisi TOJABICHUS aKyCTHYECKUX
CUTHajoB B cooTBeTcTBUU ¢ TpeboBanuamMu OCTIK Poccun?

a)  JlazepHblit MUKPO(OH.

b) I'eneparop mryma.

c) DKkpaHupyonas cerka.

d)  AHTHBHpYC.

OTtBeT: b)

5. Kakne u3 mepedncieHHbIX MapaMeTpoB MPOBEPSIOTCS MPH aTTECTAIH
o0BeKTa 3aIUTHI?
a) YpoBeHb 3alUIIEHHOCTH oT I[IOMHUH.
b) Hanawme AHTUBUPYCHOTO MIPOTPAMMHOTO obecrieueHusl.
C) [Tpon3BOIUTENEHOCTD CEpBEPHOTO 00opyoBaHUsI.
d) KauecTtBo WHTEPHET-COCTUHECHMUS.

OTtBerT: a)
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TecTbl NOBBIIIEHHOT0 YPOBHS

6. JlazepHblii MHUKpOQOH HCMOIB3YyETCS IS  CheMa
uHdopmarmu B coorBeTcTBUU ¢ ['OCT P 50922-2006.

OTBeT: aKyCTHYeCKOMH

7. [IDMUH pacmudpoBsiBacTCs Kak B COOTBETCTBUU C
I'OCT P 50922-2006.

OTBeT: MOOOYHBIC YJIEKTPOMATHUTHBIC U3TyUYCHUS M HABOJIKH

8. BuOpoakycTruueckue KaHajdbl YTEUKH CBSI3aHbI C B
coorBerctBuM ¢ ['OCT P 50922-2006.

OTtBeT: BUOpaUUSIMH

9. ['enepaTop 1mIyma wuCHONbB3yeTCA ISt AKyCTHUUYECKUX
cUrHajoB B cooTBeTcTBUU ¢ TpeboBanuamMu OCTIK Poccun.

OTBeT: oAaBJICHUS

10. TIlpu arrectamuu  OOBEKTa  3alIUTHl  IPOBEPSETCS  YPOBEHD
3aIIUIIEHHOCTH OT

Otger: IDIMHUH

TecTbl BBICOKOI0 YPOBHS

11. aiite onpenenenue nousituto "IIDMUH" B cootBerctBUU ¢ TOCT P
50922-2006.

OtBer: [IDMUH — 53710 moGOYHBIE AIEKTPOMATHUTHBIE W3IYYCHUS H
HABOJKHW, BO3HUKAIOUIME MPU pabOTe TEXHUYECKUX CPEACTB M UCIOIb3yEMBbIE IS
HECAHKIIMOHUPOBAHHOTO MOJyYEeHUS] HHPOPMALIIH.

12. Hanumwure popmyiy s pacuera ypoBHS CUTHaNA MPU MOJIaBJICHUU B
cootBeTcTBUM ¢ MeToankamu @CTIK Poccum.

OtBer: Yposenb curHana (YC) = Hcxongubii ypoBens curhaina (UYC) -
VYposenb nogasnenus (YII).

13. Hanummre popmyiy ans pacdeTa ypoBHS 3alTUIIICHHOCTH OOBEKTa OT
[IODMMUH B cootBeTcTtBUU ¢ MeToaukamu PCTOK Poccumn.

Oteet: Yposenb 3amuuieHHOCTH (Y3) = (KosinuecTBO BBISBICHHBIX yrpo3
[I19MUH) / (O61ee konmuuectBo yrpo3 [IDMIUH) * 100%.

Tema 3 (Onenka yrpo3 u METOIbI IPOTUBOACHCTBUS yTeUKe NHPOPMAIIHH)

ba3oBble TecTbI

1. Uto ABASIETCS OCHOBHBIM METOJIOM IMOJABJICHHUS OMACHBIX CUTHAJIOB B
cootBeTcTBHM ¢ TpeboBanusiMu @CTIK Poccun?

a)  IludpoBaHue 1aHHBIX.

b)  Hcnonb3oBaHue TreHepaTopa nyma.
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c¢)  YcTaHOBKa aHTUBHUpYCA.

d)  DxpaHupoBaHHE OMEIICHUH.

OTtBeT: b)

2. Kakoil MeTos 3allldThl KCTOIB3YETCS IJsl MPENOTBPAILECHUS yTEeueK
yepe3 ceTH 3ekrponuTanus B coorseTcTBuu ¢ I'OCT P 50922-2006?

a) DKpaHUpOBAHHUE.

b)  lludposanue.

c¢)  HUcnonw3oBanue GpuiabTpoB.

d)  VYcraHoBka aHTHBHUpYCA.

OTBeT: ¢)

3. Yro Takoe s3kpanupoBanue B coorserctBuM ¢ ['OCT P 50922-2006?

a)  MeToa nogaBiIeHUs CUTHAJIOB.

b)  Meron 3ammTel HHQOpPMAIMM IMyTeM CO3JaHus Oapbepa IS
AIIEKTPOMATHUTHBIX U3ITyYCHHM.

c¢)  Meron mmdpoBaHUs TaHHBIX.

d)  Meroxa ananuza yrpos.

OTtBeT: b)

4. Kakoli MmeToa ucnosnb3yeTcs Jisl OLICHKH YTpo3 yTeukKd HH(GOpMalnu B
cootBerctBuM ¢ ['OCT P 57580-2017?

a) AHaJIU3 PUCKOB.

b)  IIudpoBanue naHHBIX.

c¢)  Hcnonb3oBaHue renepaTopa myma.

d)  DxpaHupoBaHHE OMEIICHUH.

OTtBert: a)
3. Kaxkoit mokymeHT odopmisieTcss Mo pe3yiabTaTaM aTTeCTaluu 00beKTa
3alUTHI?

a)  AKT IpOBEpKH.

b)  3akiroueHue 0 COOTBETCTBHM.

c) DOHUHAHCOBBIA OTYET.

d) Texanyeckoe 3aJaHue.

OTtBeT: b)

TecTbl MOBBILIEHHOTO YPOBHS

6. ['enepaTop 1IyMa UCMOIB3YETCS ISt OMacCHBbIX CUTHAJIOB B
cootBeTcTBHM ¢ TpeboBaHusiMu GCTIK Poccun.

OTtBeT: mogaBJieHUs

7. (DI/IJ'IBprI HCIIOJB3YIOTCA AJIA 3alllMTBI OT YTCUCK 4YCPE3 B
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coorBercTBuM ¢ ['OCT P 50922-2006.

OTBeT: ceTH 3JIeKTPONUTAHUSA

8. DKpaHUpOBaHUE cO3/1aeT Oapbep s U3IIyYCHU B
coorBerctBuM ¢ ['OCT P 50922-2006.

OTBeT: 2JIEKTPOMATHUTHBIX

9. AHanu3 UCIIOJIB3YETCSl i1 OUEHKH YIpo3 YTEUKH
uHpopmaruu B cootBercTBuH ¢ [[OCT P 57580-2017.

OTBeT: pUCKOB

10. Tlo pe3ynbraram arrectalud OOBEKTa 3alIUTBl  OPOpMIIsLETCA

O COOTBETCTBUHU.

OTBer: 3aK/II04YeHne

TecTbl BLICOKOI0 YPOBHSA

11.  [aiiTe ompeneiaeHUEe MHOHATHIO 'SKpaHUPOBAHHE" B COOTBETCTBHUU C
I'OCT P 50922-2006.

OtBeT: DKpaHUpOBaHME — OTO METOJ 3allUThl HH(OpPMALUU MyTEM
co3ganusi  ¢uznueckoro  Oapbepa, MPENATCTBYIOIIETO  PaclpOCTPAHEHUIO
AIEKTPOMATHUTHBIX U3ITYYECHHM.

12.  Hanumwure dopmyny ans pacueta 3Q(HEKTUBHOCTH IKPAHUPOBAHUS B
cootBeTcTBUM ¢ MeToankamu @CTIK Poccum.

OtBet: DddexTuBHOCTh KpaHHpoBaHus (D) = VYpoBeHb CHUTHajIa [0
skpanupoBanus (YC1) - YpoBenb curnana nociue s3xkpanupoBanus (YC2).

13. [aiite omnpeaesieHME TMOHATUIO '3aKIIOYEHHE O COOTBETCTBUM' B
cootBeTcTBHM ¢ TpeboBaHusiMu GCTIK Poccun.

OtBeT: 3aKI0YEHUE O COOTBETCTBHM — 3TO JOKYMEHT, MOATBEPKIAIOIINM,
YTO OOBEKT 3aIIUThl COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHMSIM IO 3allUTE
uH(pOpMaIuu.

Tema 4 (1lpakTU4ecKue acCEKThl 1 COBPEMEHHBIE YTPO3bl)

ba3oBble TecThl

1. UTO OTHOCUTCS K COBPEMEHHBIM yrpo3aM yTe4YKH HHPOpMaluud B
cootBeTcTBHH ¢ TpeboBaHusiMu @CTIK Poccun?

a) ATaKu ¢ UCMOJB30BaHUEM UCKYCCTBEHHOTO MHTEILJIEKTA.

b)  VYteuxu uepes loT-ycTpoiicTa.

c)  OO6a BapuaHTa BEpHBI.

d)  Hwu onuH 13 BapuaHTOB HE BEpEH.

OTtBeT: ¢)

2. Kakoil MeTos 3alldThl KCTOIB3YETCS MJsl MPENOTBPAILECHUS yTEeueK
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yepes [oT-ycrpoiictBa B coorBeTcTBUM ¢ ['OCT P 57580-2017?

a)  IlIudpoBaHue TaHHBIX.

b)  Hcnonb3oBaHue reHepaTopa nyma.

¢c)  OKpaHUpPOBAHHUE MOMEIICHHM.

d)  VYcranoBka aHTHBHpYCA.

OTtBert: a)

3. Uto Takoe KBAaHTOBBIC BHIYHMCIEHUS B COOTBETCTBHH C COBPEMEHHBIMU
CTaHaapTaMu?

a) Meton mmdpoBaHus JaHHBIX.

b) TexHonorusi, HUCMONAB3YIOIIAs KBAHTOBbIE OWUTHI i1 00OpaOOTKH
uHbOpMaIuu.

¢) Meton nosiaBieHrs CUTHAIOB.

d) Meton ananmza yrpos.

OTtBeT: b)

4. Kakoil Metos ucnonb3yeTcst sl 3allUuThl OT aTak C MCMOJIb30BAHUEM
HCKYCCTBEHHOI'0 MHTEJUIEKTa B cOOTBeTCTBUU ¢ TpeboBanusamMu ®CTIK Poccun?

a) Mcnonp30BaHue aHTUBUPYCA.

b) IlpumeHeHue aarOPUTMOB MAMIMHHOTO OOyYeHHS sl OOHapy>KeHHUS
AHOMAJINH.

¢) DKpaHUPOBAHUE MOMEIIICHUIA.

d) Mcnonp3oBanue reHepatopa nyma.

OTtBeT: b)
5. Kakue coBpeMeHHBIE yIpO3bl YUUTHIBAIOTCS MPHU aTTECTAIUd OOBEKTOB
3alUTHI?

a) Yrteuku uepe3 loT-ycTpoiicTsa.

b) ATaku ¢ UCTIOJIB30BAaHUEM HCKYCCTBEHHOTO MHTEIICKTA.

¢) O0a BapuaHTa BEPHBI.

d) Hu ouH 13 BapuaHTOB HE BEPEH.

OTBeT: ¢)

TecTbl NOBBILIEHHOT0 YPOBHSA

6. CoBpeMeHHbIE  Yrpo3bl  BKIIOYAIOT aTaKu C  KCIOJIb30BAaHHEM

B cooTBeTcTBUH C TpeboBanusimu ®CTIOK Poccun.

OTBeT: HCKYCCTBEHHOI'0 HHTEJJIEKTA

7. 3amura ot yreuek uepe3 loT-ycTpoiicTBa BKIIIOYAET
na"HbeIX B cooTrBeTcTBUU ¢ [OCT P 57580-2017.

OtBet: mndpoBanme
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8. KBaHTOBBIE BBIYMCIICHHS HCIIOJIB3YIOT JJIs1 O6pa6OTKI/I
I/IH(i)OpMaHI/II/I B COOTBECTCTBUH C COBPEMCHHBIMU CTaHIapTaMH.

OTBeT: KBAHTOBBIE OMTHI

9. JItst 3a0UTBI OT aTaK C MCIOJIb30BAHUEM MCKYCCTBEHHOI'O MHTEJUIEKTA
[IPUMEHSAIOTCS. aJITOPUTMBI B cooTBeTcTBUU ¢ TpeboBanusiMu OCTIOK
Poccun.

OTBeT: MALLIMHHOIO 00y4YeHus

10. Tlpu arrecrauud OOBEKTOB 3allUThl YUYUTHIBAIOTCS COBPEMEHHbBIC
yrpo3bl, TaKue KaK YTEUKHU yepes
OtBer: loT-ycTpoiicTBa

TecTbl BLICOKOI0 YPOBHSA

11. JlaWite omnpeneneHue TNOHSATUIO  "KBAHTOBbIE  BBIYMCIIECHUS" B
COOTBETCTBHUHU C COBPEMEHHBIMH CTaHIapTaMH.
OtBet: KBaHTOBBIC BBIYMCIEHUSI — 3TO TEXHOJOTHS, MCIONb3YIONIAs KBAHTOBbIC
OouThl (KyOuTBHI) 1711 00paOOTKM HMH(pOpPMAIMK, YTO IO3BOJIAET pellaTh 3ajayu,
HEJOCTYIHBIE JIJIsl KITACCUYECKUX KOMITBIOTEPOB.

12.  Hanumwure dopmyny nans pacuera 3QPEKTUBHOCTH —aIrOpUTMAa
MalIMHHOTO O0yueHusi B coorBercTBUM ¢ Mertoaukamun OCTIK  Poccum.
OtBet: DddekruBHocts (J) = (KommyecTBO MpaBMIIBHO KIaCCH(PHUIIMPOBAHHBIX
naHHbIX) / (O6mee komudecTBO MaHHBIX) * 100%.

13.  Hanumwure popmyiy ajig pacyeTa ypoBHS 3alUIIEHHOCTH OOBEKTa OT
COBpPEMEHHBIX yrpo3 B cooTBeTcTBUM ¢ MeTogukamu @CTIK Poccun.

OtBer: VYposenb 3amuunieHHoct (Y3) = (KonuuyecTBO BBISBICHHBIX

COBpEeMEHHBIX yrpo3) / (O0Iee KommuecTBO COBpeMeHHBIX yrpo3) * 100%.

6.5 Bonpochl 1J11 NOATOTOBKH K IK3aMeHy

1) Onuiure 00BEKTHI 3alUThI UHGOPMAIUn?

2) Uto Takoe cirydyailHble aHTCHHBI?

3) Texanueckne KaHaiabl yTedukn wuHPopmanmu. Jlaiite oO0mIyro
XapaKTEPUCTUKY?

4) Yo Takoe KaHaJbl YTEYKH peYeBO nHPpopManuun?

5) UTto Takoe KaHaJbl yTE€YKU BUAOBOU HHGOpMaIUn?

6) UYro Takoe KaHalbl yTeYKU MH(OpMAIMU IPU Mepeade ee 1o KaHajiam
CBsI3U?

7) Yro Takoe 3JEKTPOMATHUTHOE MOJIE€ MOOOYHBIX AJIEKTPOMArHUTHBIX
W3ITy4ECHUI?

8) YTo Takoe IEKTPOMAarHUTHBIE BOJIHBI U UX CBOMCTBA?



24

9) Yrto Takoe OIMKHSS 30HA M3IY4YEeHUS dJIeKTpoMarHuTHoro noisi? Kak
BJIMSIET PACCTOSIHME OT UCTOYHMKA U3TYUYEHUs 0 HAOJI01aeMOM TOUYKM HA 3HAUYCHMUSI
COCTABJISIFOLIUX 3JIEKTPOMArHUTHOTO MOJIsI B ONTMKHEN 30He?

10)  Yro Takoe dJeMEHTapHbIC JTUIOIbHBIC U3TydaTe I ?

11) B kakux rpaHuiiax pacnoJiaraercsi JajdbHssl 30Ha 3JIEKTPOMArHUTHOTO
noJsi?

12)  Kak BiusieT paccTosiHue OT MCTOYHHMKA M3IIYYCHHS 10 HabOItomaeMon
TOYKH HA 3HAYEHUSI COCTABJISIONINX AJIEKTPOMArHUTHOTO MOJIA B 1aJIbHEH 30HE?

13)  Yro Takoe 31eKTpOMarHuTHhIE KaHaabl yreuku uHbopmaruu TCITA?

14)  Yro Takoe 3BykoBoe nojie? [IpuBeaute XapakTepuCTUKH.

15)  Yro Takoe 3ByKOBOE JaBJIE€HUE U 3BYKOBasi MOIIHOCTh. Cuia 3Byka?

16)  UYro Takoe nemMacKUPYIOIIHE MpU3HAKA 00beKTa?

17)  Kakue JIIEMaCKUPYIOLIHE IIPU3HAKU XapaKTepU3yroT
PaaNO3IEKTPOHHBIE CpECTBA?

18) Uro Takoe NPOCTPAHCTBEHHO-3HEPTrE€TUUYECKUE  XAPAKTEPUCTUKU
PaAMOAJIEKTPOHHBIX CPEICTB?

19)  Yro Takoe cnekTpaibHbIe XapaKTEPUCTUKU PATUOU3ITYUCHUIA?

20)  Yro Takoe crneKTpaJbHbIe XapaKTEPUCTUKU aKyCTUYECKUX CUTHAJIOB?

21) Kakue Bbl 3Haere OCHOBHBIE 3a/laud, pPEMIAEMblE MNACCUBHBIMU
CpeACTBaMHU 3aIUTHI?

22) Kakue Bbl 3Haere OCHOBHBIE 3a/lauM, pPEIIAEMbIE AKTUBHBIMU
CpeACTBaMHU 3aLUTHI?

23)  KakoB coctaB cucteMbl obecriedeHus: 0€30macHOCTH 0ObEKTOB?

24) B uem 3aki04yaeTcsi CYIHOCTh 3JIEKTPOMArHUTHOTO SKPaHUPOBAHUS?
Kak onienuBaercst 3 (HEeKTUBHOCTH SKPAaHUPOBAHHUS ?

25) Uro mpeAcTaBiIsAOT CcoOOM  dKpaHUpoBaHHbIE  Kamepbl?  Hx
Ha3HA4YCHHE.

26)  C xako¥ 1enblo npuMeHsieTcs: GUIbTPaIis CUTHAIOB?

27)  UrTo Takoe METO]Ibl MACCUBHON M aKTUBHON MAaCKUPOBKH OOBEKTOB?

28)  UTo MOHUMAIOT MO aTTECTAIlMOHHON MTPOBEPKOMA?

29) B ueM menb M CyIIHOCTh TEXHUYECKOTO KOHTPOJsS 3(PPEeKTUBHOCTU
3aIUTh HHpOpMaLUu?

30)  Yro Takoe METO bl KOHTPOJISI 3PHEKTUBHOCTH 3alTUTHI HHOOPMALIUK?

31) KakoB cocTtaB HOPMAaTMBHOM M METOJMYECKOM TOKYMEHTAlUUU Ha
METOJIbI UCIIBITAHUN?

32) Kakme Bpl 3HaeTre 3ajauyd  AKCIUIyaTalMOHHOTO  KOHTPOJIS
3alIUIIEHHOCTH OT yTeuku no [I9MUNH?

33)  KakoBbl mpUYUHBI U TMOCIEACTBUS MOAYJSIMU WHGOPMAIIMOHHBIM
pPEYEBBIM CHUTHAJIOM BBICOKOYACTOTHBIX KOJEOAHHM Yy T'€HEpPATOPOB TEXHUYECKHX
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cpeacTn?

34) Kakue [OKyMEHTHI SBISIFOTCS HOPMATMBHO-TEXHHUYECKUMHU TpHU
POBEICHUH ATTECTAllUU OOBEKTOB?

35) Kakne 00beKThI moIIEKAT 0053aTEIBHOM aTTeCTALN?

36)  Uto mpencTaBisiOT cOO0M CrieruaibHbIe MPOBEPKH 00BEKTA 3aIUThI?

37) Kakue y3mpl m ycrpoiictBa [IOBM mnpencraBnstor HanOOIBITYIO
OIMacHOCTh yTeuku undopmarmu yepe3 [IDMUH?

38) Uro Takoe yteuka HHQOpPMAIMK MO ONTOBOJOKOHHBIM KaHajam
CBsI3U?

39)  Kaxkue Bbl 3HaeTe kpuntorpaguueckue u ciydailHble METObI 3aIUThI
uHopmaru?

40)  Yro Takoe KBaHTOBas Kpunrorpagus?

41)  Kakossl coctaB u HazHaueHue npudopa «CUT'YP[»?

42)  Kakosbl coctaB u HazHaueHue npudopa «I[TMPAHB»?

43)  KakoBsl coctaB u Ha3HaueHue koMmiuiekca «KKACCAHIPA»?

44)  KaxkoBsl cocTaB 1 HazHaueHHe KoMIuiekca «KCMAPT»?

45) Kakwe Bbl 3Haere ciydailHble SJEKTPOMArHUTHBIE AHTEHHBI,
oOHapy’KEeHHbIE MTPU MPOBEJAECHUU JTA00PATOPHBIX U3MEPEHUN B TOMEIICHUU?

46) Kak mnpakTHuecku OOECHEYMTh HSKPaHHPOBAHHE  MOOMIBHOTO
YCTPOMCTBA CBSI3U O 3JIEKTPOMAarHUTHOMY KaHAITy?

47)  Kak mnpakTHuecku OOECHeYMTh HSKPaHHPOBAaHHE MOOMIBHOTO
YCTPOMCTBA CBSI3U [0 AKyCTUYECKOMY KaHaTy?

48)  Kakue Bbl 3HaeTe kaHaybl YTEUKH MO 3JIEKTPOMArHUTHOMY KaHaly,
oOHapyKEeHHbIE MTPU MPOBEJAECHUU JTa00PATOPHBIX U3MEPEHUN B TOMEIICHUU?

49) Kakuwe Bbl 3HaeTe KaHaibl YTEYKM IO aKyCTHYECKOMY KaHaIy,
oOHapy’KEeHHbIE MTPU MPOBEJCHUU JTa00PATOPHBIX U3MEPEHUN B TOMEIICHUU?

50)  Kak oOHapyXuTb MOSBIEHUE HOBOTO AJIEKTPOMATHUTHOTO CHUTHAja C
nomotpio komiuiekca «KKACCAHIPA»?

51) Kak oOHapyXWTh HadWuu€ HCTOYHUKOB 3JIEKTPOMATHUTHOTO
U3JIYYEHUS U UX THUII ¢ ToMolsto npubdopa «I TMPAHBS»?

52)  Kak ocyiiecTBUTh U MPOBEPUTH 3AIIUTY OT YTEUKH MH(OpPMAIUU IO
aKyCTHYECKOMY KaHaly mnomolibto npudopa ['II-1?

53)  Jlyist 4ero u Kak MCIOJIb3yeTCsl BUOPOAKYCTUUECKU TaTYUK B IPUOOpe
«ITMPAHBSA»?

54) B kakoit 30He m3nydeHus (ONVDKHEHW, HaJbHEW) Jierde OOHApYXHUTh
HMCTOYHUK U Tlouemy?

55)  Ilouemy pH U3MEPEHUSIX pruodopom «ITMPAHDBS»
ANIEKTPOMATHUTHOTO HM3JIyY€HUsI MHTEHCHUBHOCTh CUTHAJIa 3aBUCUT OT OpPUEHTAIUU
anTeHHbI? Kak 3To BiIuseT Ha IPOLEYPY U3MEPEHUI?
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56) Uro Takoe TexHHUYecKas 3anmTa nHpopMauu?

57) Kakue Bbl 3HaeTe OCHOBHBIC TMPUHIMIBI TEXHUYECKOM 3alUThI
uHopmaru?

58) Kakue Bbl 3HaeTe OCHOBHbIE HOPMATHMBHO-IIPABOBBIE JOKYMEHTHI B
o0jacTu 3amuThl HHGOpMaLUU?

59) Yro Takoe BUOpOaKyCTUYECKUE KaHAIbl YyTEUKU HHPOpMAITUH?

60) Onumwure IEKTPOMArHUTHBIEC KaHaJbl yTeYKU HHPOpMAIUH.

61) Urto Takoe HSKpaHMPOBAHME W KAK OHO MNPUMEHSETCS JIsl 3alUThI
uHopmaru?

62) Onumure OCHOBHBIE METOAbI TMOJABJICHUS  DJIEKTPOMArHUTHBIX
W3JIyYEHU .

63) Kakue TexXHUYECKHME CpEACTBA HCIOJB3YIOTCA JUIsl  I[epexBara
uHpopmanun?

64) Urto Takoe arrecramysa OOBEKTOB 3amMTHI? ONUIIATE €€ OCHOBHBIC
JTaImbl.

65) Kakue cranmapThl peryivpyror 3amury uHdopmainuu B Poccuun u 3a
pyoexxom?

66) Onuimure OCHOBHBIE  Yrpo3bl  yTeukd  HUHPOpMAIMU  4Yepe3
OecrpOBOHBIC CETH.

67) Uto Takoe colMalbHAs WHXXEHEpHUs M KAK OHA CBS3aHA C YTEYKOH
uHpopmanun?

68) OnummMre OCHOBHbIE METOABl 3alUTHl WH(GOpPMALKUKW B OOJAYHBIX
TEXHOJIOTHSIX.

69) Kakue yrpo3ss cBsizansl ¢ loT-ycTporictBamu?

70) Yrto Takoe Big Data um kakue yrpo3bl yTeukd HH(POPMAIMA C HUM
CBSI3aHbI?

71)  OnumwMre OCHOBHBIE METOJbI 3allUThl WHGOpMaMu B OJOKYEHH-
TEXHOJIOTUSIX.

72) Kakue MeToAbl HCHONB3YIOTCS JUISI  OLEHKA yrpo3  YTEUKH
uHpopmaru?

73) Uto Takoe aHaNIU3 PHUCKOB M Kak OH TMPUMEHSAETCS B 3allUTE
uHopmaru?

74) Onumute OCHOBHBIE JTambl MPOBEACHUS aTTeCTallMd OOBEKTOB
3aILUTBHI.

75) Kakue MeToAapl HCMONB3YIOTCS 7S 3alluThl  HMHQOpManuu B
MPOMBIIIJICHHBIX CUCTEMaXx?

76) OObBsAcHHUTE, TOYEMY aKyCTHMUECKHE KaHalbl YTEYKH HWHOOpMaAIuu
CUMTAIOTCSI OJTHUMH U3 CAMBIX OMACHBIX.
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77) IloueMy 531Ie€KTpOMAarHUTHBIE KaHAJbl YTEYKM HHOOPMALMUA TPYIHO
0OHaApPYKUThH?

78) Kak BuOpoakycTHUYECKHE KaHaJbl YTEUKH HH(OpMAIMU MOTYT OBITh
UCIIOJIb30BaHbI JUIsl IepexBaTa JaHHbIX ?

79) Ilouemy OecnpoBomubie cetn (Wi-Fi, Bluetooth) ys3Bumbl i yredku
uHpopmanun?

80) Ilouemy oOnauHbBle TEXHOJIOTHM CUUTAIOTCS YSI3BHUMBIMU [JISl YTEUKU
uHpopmanun?

81) OOBbsAcHUTE, KAK METO/bI MOJABJICHUS CUTHAJIOB MOMOTAIOT 3alUTUTh
uHdopMaIuio.

82) OObscHUTE, TIOYEMYy 3amuTa HHPOPMAIMK B  MEIAUIIMHCKUX
YUpEXKIECHUAX TpeOyeT 0c000ro BHUMAHUS.

83) Ilouemy 3ammra uHpOpMauud B (PUHAHCOBOM cdepe cuuTaercs
KPUTUYECKH BAXKHOM?

84) Kak meTtoapl MamIMHHOTO OOYYEeHHsI MOTYT OBITh HMCIOJb30BAHBI IS
3a1UThl UHPOpMaALUU?

85) Kak meroabl BUPTyallbHOM PEAIbHOCTH MOTYT OBbITh MCIOJIb30BaHbI IS
3a1UThl UHPOpMaALUU?

6.6 TemaTuka u coaep:kaHue KypcoBOIo MpOeKTa
KypcoBoit pOEKT HE MPEyCMOTPEH.



28

7 YueOHO-MeTOAMYECKOE U MH(OPMAIMOHHOE O0ecnedeHne JUCHUILTUHbI

7.1 Pexomenayemasi aureparypa

Ocnoenasa r1umepamypa

1. by3oB I'. A. 3amura uHpOpPMAIIMN OTPAHUICHHOTO JOCTYIA OT YTEYKH IO
TeXHUYECKUM KaHanaM. — M.: Topstuas nmuaust — Tenexom, 2024, — 586 c., ui. —
Pexxum poctyma: https://z-library.sk/book/5559015/0ec70d/3amura-uadopmarmu-
OrPaHUYEHHOTO-I0CTYIIa-0T-YTCUKH-II0-TeXHUIeCKIM-Karaiam.html. (Hara
obpamenus 26.08.2023).

2. bypnakoB, Muxaun EBrenbeBHY AKYCTHYECKHE M BHOPOAKYCTHYECKHE

KaHallbl yTeuku uHpopmanuu. TeopeTnueckue OCHOBBI M 0a30BbI MPAKTUKYM:
yuebHoe mocooue / M.E. bypnakoB, M.H. Ocunos. — Camapa: N3gaTeabcTBO
Camapckoro yHuBepcutera, 2021. — 96 c.: wun. - Pexum pgocryna:
https://repo.ssau.ru/bitstream/Uchebnye-izdaniya/Akusticheskie-i-vibroakustic
heskie-kanaly-utechki-informacii-Teoreticheskie-osnovy-i-bazovyi-praktikum-
92539/1/bypnakoB%20M.E.%20Axyctuueckne%20u%20Bubdpoakyctudeckne %20k
aHanb1%202021.pdf. ([lata ob6pamenus 26.08.2023).

3. Boctpemnora, E.B. OcHoBbl umH(}pOpMalmoHHoi 0€30macHOCTH : y4eOHOe

nocobue 1 cryaeHToB By30B / E.B. BoctpenoBa.— Exatepunoypr : 3a-so Ypai.
YH-TAa, 2019.— 204 C. — Pexum JNOCTyIa:
https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8 _2019.pdf. (mara
obparmenwust: 26.08.2023).

4. Tensusiii, A. B. TEXHUYECKAS{ 3AIIUTA MTHOOPMAIIMUY : 3amura
uH(pOpMAIIMU OT YTEUKH M0 TEXHUYECKUM KaHajilaM. OCHOBHbIE MMOHATHS, TEPMUHBI,
OTIPENICJICHUSI W XapaKTepucTuku : yueO. mocooue / A. B. Tenbnsiii, 0. M.
Momnaxos ; nox pen. npod. M. 0. Monaxosa ; Bnagum. roc. yu-t um. A. I'. u H. T".

CroneroBbix. — Bmagumup : U3n-so Bal'y, 2018. — 161 c. — Pexxum pocryna:
https://dspace.www 1 .vIsu.ru/bitstream/123456789/7165/1/00792.pdf. (Hara
obpamenus 26.08.2023).

Jlononnumenvnan 1umepamypa

1. Karopun 10.®., PazymoBckuii A.B., CriuBak A.W. 3amura undopmaiuu
TeXHUUYECKUMHU cpesicTBaMu: YuebHoe nocooue / [lox penakuueit FO.®. Katopuna —
CIlIo: HUY  UTMO, 2012. — 416 C. /[ Pexum  gocTymna:

https://books.ifmo.ru/file/pdf/975.pdf. ([lata oOpamenus: 26.08.2023).
2. TomukoB A.M. 3amura nHGOpPMAIUHN OT YTEUKU MO TEXHUUECKUM KaHaJaM:

yuebHoe mocobue. — Tomck: TOMCK. roc. YH-T CHUCTEM YIIp. U PaAUO3JIEKTPOHUKH,,
2015. — 256 C. - Pexxum JOCTyma:
https://edu.study.tusur.ru/publications/5263/download. (data oOpareHust
26.08.2023).
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7.2 ba3bl JAHHBIX, 3JIEKTPOHHO-0MOJIMOTEYHbIE CHCTEMBI,
HH(OPMANIMOHHO-CITPABOYHbIE M OMCKOBBIE CHCTEMBI

1. Hayunas 6u6nmorexa Jonl TV : obpunmanbHbii caidT.— AmueBck. —URL:
library.dstu.education. — TeKCT : 2JIEKTPOHHBI.

2. Hayuno-texnuueckass oubmuorexka BI'TY um. IlyxoBa : oduimanbHblii
caiit. — benropon. — URL: http://ntb.bstu.ru/jirbis2/. — TekcT : 3neKTpOHHBIH.

3. KoHCynbTaHT CTyAE€HTA : 3JIEKTPOHHO-OMOIMOTeuHasi cucreMa.— MOCKBa.
— URL: http://www.studentlibrary.ru/cgi-bin/mb4x. — TeKcCT : 37€KTPOHHBIA.

4. VYHuBepcuTeTckas OuOIMOTEKa OHJIAWH: AJIEKTPOHHO-OMOIUOTEUHAS
cuctrema. — URL: http://biblioclub.ru/index.php?page=main_ub_red. — Texkct
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8 MartepuajibHO-TeXHHYECKOe o0ecrevyeHne TUCIUIINHBI

MarepuanbHo-TexHUYECKass 0a3a oOecrneyuBaeT NpPOBEJIEHHE BCEX BHUJOB
JEeSTEIBHOCTH B Mpolecce o0yueHusi, cooTBeTcTByeT TpedoBanusim @I'OC BO.
MarepuanbHO-TEXHUYECKOE 00eCrieYeHHe MPeICTaBICHO B Ta0IUIE 6.

Tabnuia 6 — MaTepuanbHO-TEXHUYECKOE 00CCTICUCHHE

Anpec
(MECTOTOIOKEHUE)
HaunmenoBanmne 000pya0BaHHBIX yU€OHBIX KAOMHETOB
y4eOHBIX
KaOWHETOB
CrienuasibHbIe TIOMEIICHUS:
Mynemumeoutinas ayoumopus. (60 nocadounwvix mecm), ayn. 207 xopr. 4

o0opyoBaHHas CHEIMAM3UPOBAHHON (Y4eOHOI) Mebenbto (mapra
TpexMecTHas — 18 mT., mapta AByxmectHas — 6 T, cToji— | mit.,
nocka ayautopHasi— 1 mt.), yae6Hoe [1K (MoHHTOp + cHCTEMHBII
0JI0K), MyJIbTUMEMITHASI CTOMKA ¢ 000py0BaHUEM — | TIT.,
MIUPOKO(OPMATHBIH FKpaH.

Ayautopuu sl IPOBEICHUS JIEKIIHI:

Komnvromepnoie knaccot (22 nocadoynvix mecma), 000pya0BaHHBINA ayz. 217 KopIL
yueOHOI MeOeIbl0, KOMITBIOTEpaMH ¢ HEOTPAaHHYEHHBIM TOCTYIIOM K

3
cetu MuaTepHer, Bkitouas noctyn Kk ObC: ayn. 211 xopn. 4
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JIuct cornacosanus PI1J]

PazpaboTan:
CT. IIpenoiaBaresb Kadeapsl
MHTEJUIEKTYJIbHBIX CHCTEM U

UHQOPMAaIIMOHHOW 0€30MMacHOCTH
(mosxHOCTR)

A.C. 3akyTHBIN

(©.M.0.)
H.o. 3aBenyromero xadenpoi
HMHTEJIJIEKTYJIBHBIX CUCTEM U
MHQOPMAIIMOHHOM 6€30I1acCHOCTH ﬁ_ E.E. buzgaHoB
(HaumeHoBaHue Kadeapbl) (i) (@®1.0.)

IIporoxon Ne__1 3acemanus kadeapsr or _27.08.2024r.

H.o0. nexana ¢dakynprera
MH(QOPMAIIMOHHBIX TEXHOJIOIHM

H aBTOMAaTU3alluu IIPOU3BOJCTBEHHBIX

IIPOLIECCOB: B.B. JIpsiukoBa
(HaumeHoBaHKE (aKynbTeTa) (®1.0))
CornacoBaHo

IIpencenarens MeTOAUYECKOM

komuccun  no  coneunansHoctH  10.05.03 ,, E.E. buszsHoB

®.1.0.

HudopmarnmonHas 6e301acHOCTE (noA(Ce) ( )

aBTOMAaTHU3UPOBAHHBIX CHUCTEM

HauaneHuK yueOHO-METOANYECKOTro IeHTpa 2 /%// O.A. KoBaneHko

(roanuce) (9.1.0.)
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JInct n3MeHeHu U JOIIOJTHEHU N

HOMCp N3MCHCHUA, faTa BHCCCHUA U3MCHCHN, HOMCP CTpaHUIbI AJId

BHECEHUI U3MEHEHUN

JIO BHECEHM S UBMEHEHUU: TIOCJIE BHECEHU I U3SMEHEHUU:

OcHoBanue:

Iloanuce JIhIa, OTBETCTBCHHOI'O 3a BHCCCHHUC W3MECHECHUI




